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Preface

Audience

The target audience for this reference guideis:

» Administrators that are responsible for configuring and managing the D-Link Firewall.
» Administrators that are responsible for troubleshooting the D-Link Firewall.

This guide assumes that the reader is familiar with the D-Link Firewall, and has the necessary basic
knowledge in network security.

Notation
The following notation is used throughout this reference guide when specifying the options of a
command:
Angle brackets <name> or Used for specifying the name of an option or a description of
-option=<description> avalue.
Squar e brackets [option] or Used for specifying that an option or a value for an option is
-option[=value] optional and can be omitted.
Curly brackets{valuel | value2|  Used for specifying the available values for an option.
value3}
Ellipsis.... Used for specifying that more than one value can be specified

for the option.

Example 1. Command option notation

One of the usages for the help command looks like this:

hel p - cat egory={ COWANDS | TYPES} [ <Topi c>]

This means that help has an option called cat egory which has two possible values which are COMMANDS and
TYPES. There is also an optional option called Topi ¢ which in this case is a search string used to specify what
help topic to display. Since the topic is optional, it is possible to exclude it when running the command.

Both of the following examples are valid for the usage described above:
gwworl d: /> hel p -cat egor y=COMVANDS

gwwor |l d: /> hel p -cat egory=COWANDS acti vate

The usage for the routes command is:

routes [-all] [-switched] [-flushl3cache[=<percent>]] [-nums<n>]
[-nonhost] [-tables] [-|ookup=<ip address>] [-verbose]
[-setntu=<ntu>] [-cacheinfo] [<table name>]...

None of the options of this command are mandatory. The f | ushl 3cache option also has an optional value. This
is because that option has a default value, 100, which will be used if no value is specified.

The following two examples will yield the same result:

gwworl d: /> routes -flushl3cache=100
gwworl d: /> routes -flushl 3cache




Notation Preface

Because the t abl e nane option is followed by ellipses it is possible to specify more than one routing table.
Since t abl e nan® is optional as well, the user can specify zero or more policy-based routing tables.

gwworld:/> routes Virroute Virroute2

10



Chapter 1. Introduction

 Running a command, page 11

* Help, page 12

* Function keys, page 13

» Command line history, page 14
 Tab completion, page 15

* User roles, page 17

This guide is a reference for al commands and configuration object types that are available in the
command line interface for NetDefendOS.

1.1. Running a command

The commands described in this guide can be run by typing the command name and then pressing
the return key. Many commands require options to be set to run. If a required option is missing a
brief syntax help will be displayed.

11



1.2. Help

Chapter 1. Introduction

1.2. Help

1.2.1.

1.2.2.

Help for commands

There are two ways of getting help about a command. A brief help is displayed if the command
name is typed followed by - ? or - h. This applies to all commands and is therefore not listed in the
option list for each command in this guide. Using the help command gives a more detailed help cor-
responding to the information found in this guide. In most cases it is possible to simply type help
followed by the command name to get the full help. See Section 2.4.2, “help” for a more detailed
description. To list the available commands, just type help and press return.

Example 1.1. Help for commands

Brief help for the activate command:

gwworl d: /> activate -?
gwworl d:/> activate -h

Full help for activate:

gwworl d: /> hel p activate

Help for the arp command. Arp is also the name of a configuration object type, so it is necessary to specify that
the help text for the command should be displayed:

gwworl d: /> hel p -category=COWANDS ar p

List all available commands:

gwwor |l d: /> hel p

Help for object types

To get help about configuration object types, use the help command. It is also possible to get in-
formation about each property in an object type, such as data type, default value, etc. by entering the
? character when entering the value of a property and pressing tab. More on this in Section 1.5.1,
“Inline help”.

Example 1.2. Help for object types

Full help for | PAAddr ess:

gwwor | d: /> hel p | PAAddr ess

Help for the ARP configuration object type, which collides with the arp command:

gwworl d: /> hel p -category=TYPES ARP

12
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Chapter 1. Introduction

1.3. Function keys

In addition to the return key there are a number of function keys that are used in the CL1I.

Backspace

Tab

Ctrl-A or Home
Ctrl-B or Left Arrow

Ctrl-C

Ctrl-D or Delete
Ctrl-E or End

Ctrl-F or Right Arrow
Ctrl-K

Ctrl-N or Down Arrow
Ctrl-Por Up Arrow
Ctrl-T

Ctrl-U

Ctrl-w

Delete the character to the left of the cursor.
Complete current word.

Move the cursor to the beginning of the line.
Move the cursor one character to the left.

Clear line or cancel page view if more than one page of informa-
tion is shown.

Delete the character to the right of the cursor.
Move the cursor to the end of theline.

Move the cursor one character to the right.
Delete from the cursor to the end of the line.
Show the next entry in the command history.
Show the previous entry in the command history.
Transpose the current and the previous character.
Delete from the cursor to the beginning of line.

Delete word backwards.

13



1.4. Command line history Chapter 1. Introduction

1.4. Command line history

Every time a command is run, the command line is added to a history list. The up and down arrow
keys are used to access previous command lines (up arrow for older command lines and down arrow
to move back to a newer command line). See also Section 2.4.3, “history”.

Example 1.3. Command line history

Using the command line history via the arrow keys:

gwwor |l d: /> show Address
gwworl d:/> (up arrow)
gw wor | d: /> show Address (the previous commandline is displayed)

14
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1.5. Tab completion

By using the tab function key in the CLI the names of commands, options, objects and object prop-
erties can be automatically completed. If the text entered before pressing tab only matches one pos-
sibleitem, e.g. "activate" is the only match for "acti", and a command is expected, the name will be
autocompleted. Should there be more than one match the part common to al matches will be com-
pleted. At this point the user can either enter more characters or press tab again, which will display a
list of the possible completions. This can aso be done without entering any characters, but the res-
ulting list might be long if there are many possible completions, e.g. all commands.

1.5.1.

Example 1.4. Tab completion

An example of tab completion when using the add command:

gwworl d: /> add Add (tab)

gwwor | d: /> add Address

gwworl d: /> add Address i

gwwor |l d: /> add Address
gwwor |l d: /> add Address
(tab, or double

("ress" was autoconpl et ed)

i (tab)

I P4 ("1P4" was autoconpl et ed)

| P4

tab if IP4 were entered nmanual | y)

Alist of all types starting with IP4 is |isted.

gwwor | d: /> add Address
gwworl d: /> add Address
gwworl d: /> add Address
gwworl d: /> add Address

(" Addr ess=" was
gwwor | d: /> add Address

Tab completion of references:

gwworl d: /> set Address
A list of valid objects
gwwor |l d: /> set Address
gwwor | d: /> set Address

| P4a (tab)

| PAAddr ess ("Address" was aut oconpl et ed)
| PAAddress exanple_ip a (tab)

| PAAddr ess exanpl e_i p Address=

aut oconpl et ed)

| PAAddr ess exanpl e_i p Address=1.2.3.4

| PAGr oup exanpl egroup Menbers= (tab, tab)
i s displayed.

| PAG oup exanpl egroup Menbers=e (tab)

| PAG oup exanpl egroup Menber s=exanpl e_i p

("exanpl e_i p" was aut oconpl et ed)

Inline help

It is possible to get help about available properties of configuration objects while acommand lineis
being typed by using the ? character. Write ? instead of a property hame and press tab and a help
text for the available propertiesis shown. If ? istyped in stead of a property value and tab is pressed
ahelp text for that property which contains more information such as data type, default value, etc. is

displayed.

Example 1.5. Inline help

Get inline help for all properties of an IP4Address:

gwworl d: /> set | P4Address exanple_ip ? (tab)
A help text describing all available properties is displayed.

Getting inline help for the Address property:

gwwor |l d: /> set | P4Address exanpl e_i p Address=? (tab)
A nore detailed help text about Address is displayed.

1.5.2. Autocompleting Current and Default value

Another special character that can be used together with tab completion is the period ".

character.

15




1.5.3. Configuration object type cat- Chapter 1. Introduction
egories

If ". " is entered instead of a property value and tab is pressed it will be replaced by the current
value of that property. Thisis useful when editing an existing list of items or along text value.

The "<" character before a tab can be used to automatically fill in the default value for a parameter
if no value has yet been set. If the "." character is used, al possible values will be shown and these
can then be edited with the back arrrow and backspace keys.

Example 1.6. Edit an existing property value

Edit the current value:

gwwor | d: /> add | PAAddress exanpl e_i p Address=1.2.3.4
gwworl d: /> set | P4Address exanpl e_i p Address=. (tab)
gwworl d: /> set | P4Address exanpl e_ip Address=1.2.3.4
(the val ue was inserted)
The val ue can now be edited by using the arrow keys or backspace.

gwworl d: /> set | P4G oup exanpl egroup Menbers=ipl,ip2,ip3,ip5
gwwor |l d: /> set | PAG oup exanpl egroup Menbers=. (tab)

gwwor |l d: /> set | PAG oup exanpl egroup Menbers=ipl,ip2,ip3,ip5
(the val ue was inserted)

It is now possible to add or renpve a nenber to the list without
having to enter all the other menbers again.

Edit the default value:

gwwor |l d: /> add LogRecei ver Sysl og exanpl e Address=exanpl e_ip
LogSeverity=. (tab)
gwworl d: /> add LogRecei ver Sysl og exanpl e Address=exanpl e_ip
LogSeverity=Energency, Alert, Critical, Error, Warni ng, Noti ce, I nfo

Now it is easy to remove a log severity.

1.5.3. Configuration object type categories

Some object types are grouped together in a category in the CLI. This only matters when using tab
completion as they are used to limit the number of possible completions when tab completing object
types. The category can always be omitted when running commands if the type name is entered
manually.

Example 1.7. Using categories with tab completion

Accessing an IP4Address object with the use of categories:

gwworl d: /> show ad (tab)

gwworl d: /> show Adress (the category is autoconpl et ed)
gwwor | d: /> show Adress ipda (tab)

gwwor | d: /> show Adress | P4Address (the type is autoconpl et ed)
gwwor | d: /> show Adress | P4Address exanpl e_ip

Accessing an IP4Address object without the use of categories:

gwwor | d: /> show | P4Addr ess exanpl e_i p

16



1.6. User roles Chapter 1. Introduction

1.6. User roles

Some commands and options cannot be used unless the logged in user has administrator priviege.
Thisisindicated in this guide by a note following the command or "Admin only" written next to an
option.
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Chapter 2. Command Reference

« Configuration, page 19
* Runtime, page 30

« Utility, page 70

» Misc, page 71

2.1. Configuration

2.1.1. activate

Activate changes.

Description
Activate the |latest changes.
This will issue a reconfiguration, using the new configuration. If the reconfiguration is successful a

commit command must be issued within the configured timeout interval in order to save the
changes to media. If not, the system will revert to using the previous version of the configuration.

Usage
activate
Note
Requires Administrator privilege.
2.1.2. add

Create a new object.

Description
Create anew object and add it to the configuration.

Specify the type of object you want to create and the identifier, if the type has one, unless the object
isidentified by an index. Set the properties of the object by writing the propertyname equals (=) and
then the value. An optional category can be specified for some object types when using tab comple-
tion.

If amandatory property isn't specified alist of errors will be shown after the object is created. If an
invalid property or value type is specified or if the identifier is missing the command will fail and
not create an object.

Adjustments can be made after the object is created by using the set command.
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Example 2.1. Create a hew object

Add objects with an identifier property (not index):
gwworl d: /> add Address | P4Address exanpl e_i p Address=1.2.3.4
Comments="This is an exanpl e"
gwwor |l d: /> add | PAAddress exanpl e_i p2 Address=2.3.4.5
Add an object with an index:
gwwor | d: / mai n> add Route Interface=l an
Add an object without identifier:
gwwor |l d: /> add DynDnsd i ent DyndnsOr g DNSNane=exanpl e User nane=exanpl e

Usage

add [ <Category>] <Type> [<ldentifier>] [-force] [-silent]
[ <key-val ue pair>]...

Options

-force Add object, evenif it has errors.

-silent Do not show any errors.

<Category> Category that groups object types.

<ldentifier> The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.

<key-value pair> One or more property-value pairs, i.e. <property
name>=<value> or <property name>="<value>".

<Type> Type of configuration object to perform operation

on.

Note
Requires Administrator privilege.

2.1.3. cancel

Cancel ongoing commit.

Description

Cancel commit operation immediately, without waiting for the timeout.
Usage

cancel
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Note
Requires Administrator privilege.

2.1.4. cc

Change the current context.

Description
Change the current configuration context.

A context is a group of objects that are dependent on and grouped by a parent object. Many objects
lie in the "root" context and do not have a specific parent. Other objects, e.g. User objects lie in a
sub-context (or child context) of the root - in this case in a LocalUserDatabase. In order to add or
modify users you have to be in the correct context, e.g. a LocalUserDatabase called "exampledb".
Only objectsin the current context can be accessed.

Example 2.2. Change context

Change to a sub/child context:
gwworl d: /> cc Local User Dat abase exanpl edb
gw wor | d: / exanpl edb>

Go back to the parent context:
gwwor | d: / ospf 1/ areal> cc ..
gwworl d: /ospf1> cc ..
gw wor | d: />

Go back to the root context:
gw wor | d: / ospf 1/ areal> cc
gw wor | d: />

or
gwwor | d: / ospf 1/ areal> cc /
gwworl d: />

Usage

cc [<Category>] <Type> <ldentifier>
Change the current context.

cc -print

Print the current context.

cc

Change to root context (same as"cc /").

Options

-print Print the current context.

<Category> Category that groups object types.

<ldentifier> The property that identifies the configuration object.
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May not be applicable depending on the specified
<Type>.

<Type> Type of configuration object to perform operation
on.

2.1.5. commit

Save new configuration to media.

Description
Save the new configuration to media. This command can only be issued after a successful activate
command.
Usage
commi t
Note
Requires Administrator privilege.
2.1.6. delete

Delete specified objects.

Description

Delete the specified object, removing it from the configuration.

Add the force flag to delete the object even if it isreferenced by other objects or if it is a context that
has child objects that aren't deleted. This may cause objects referring to the specified object or one
of its children to get errors that must be corrected before the configuration can be activated.

See also: undelete

Example 2.3. Delete an object

Del ete an unreferenced object:
gwworl d: /> del ete Address | P4Address exanple_ip

Del ete a referenced object:

(will cause error in exanplerule)
gwworl d: /> set |PRul e exanpl erul e Sour ceNet wor k=exanpl enet
gwwor |l d: /> del ete Address | P4Address exanpl enet -force

Usage

del ete [<Category>] <Type> [<ldentifier>] [-force]
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Chapter 2. Command Reference

Options

-force

<Category>

<ldentifier>

<Type>

Note

Requires Administrator privilege.

2.1.7. pskgen

Generate random pre-shared key.

Description

Force object to be deleted even if it's used by other
objects or has children.

Category that groups object types.

The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.

Type of configuration object to perform operation
on.

Generate a pre-shared key of specified size, containing randomized key data. If a key with the spe-
cified name exists, the existing key is modified. Otherwise a new key object is created.

Usage

pskgen <Name> [-coments=<String>] [-size={64 | 128 | 256 | 512 |

1024 | 2048 | 4096} ]

Options

-comments=<String>

-size={64 | 128 | 256 | 512 | 1024 | 2048 |

4096}
<Name>
Note
Requires Administrator privilege.
2.1.8. reject
Reject changes.

Comments for this key.

Number of bits of data in the generated key.
(Default: 64)

Name of key.
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Description

Reject the changes made to the specified object by reverting to the values of the last committed con-
figuration.

All changes made to the object will be lost. If the object is added after the last commit, it will be re-
moved.

To reject the changes in more than one object, use either the - r ecur si ve flag to delete a context
and all its children recursively or the - al | flag to reject the changes in all objects in the configura-
tion.

See dlso: activate, commit

Example 2.4. Reject changes

Rej ect changes in individual objects:
gwworl d: /> set Address | P4Address exanple_ip
Comment s="This comment will be rejected"
gwworl d:/> reject Address |P4Address exanple_ip
gwworl d: /> add Address | P4Address exanpl e_i p2 Address=1.2.3.4
Coment s="Thi s whol e object will be renmoved"
gwworl d: /> reject Address | P4Address exanpl e_i p2

Rej ect changes recursively:

(w1l reject changes in the user database and all users)
gwwor | d: / exanpl edb> set User userl Conments="Sonet hi ng"
gw wor | d: / exanpl edb> set User user2 Comments="that will be"
gwwor | d: / exanpl edb> set User user3 Comment s="rej ect ed"
gwwor | d: / exanpl edb> cc ..
gwworl d:/> rej ect Local User Dat abase exanpl edb -recursive

Rej ect all changes:
gwwor | d: / anycont ext > rej ect -all

Al'l changes since the last commit will be rejected:

(exanple_ip will be renpved since it is newy added)
gwworl d: /> add | P4Address exanpl e_ip Address=1.2.3.4
gwworl d: /> del ete | PAAddress exanple_ip
gwworl d:/> reject | PAAddress exanple_ip

Usage

reject [<Category>] <Type> [<ldentifier>] [-recursive]
Reject changes made to the specified object.
reject -all

Reject all changes in the configuration.

Options

-all Reject al changes in the configuration.

-recursive Recursively reject changes.

<Category> Category that groups object types.

<ldentifier> The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.
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<Type> Type of configuration object to perform operation
on.

Note
Requires Administrator privilege.

2.1.9. reset

Reset unit configuration and/or binaries.

Description

Reset configuration or binaries to factory defaults.
Usage

reset -configuration

Reset the configuration to factory defaults.
reset -unit

Reset the unit to factory defaults.

Options

-configuration Reset configuration to factory default.

-unit Reset unit to factory defaults.

Note
Requires Administrator privilege.

2.1.10. set

Set property values.

Description

Set property values of configuration objects.

Specify the type of object you want to modify and the identifier, if the type has one. Set the proper-
ties of the object by writing the propertyname equals (=) and then the value. An optional category
can be specified for some object types when using tab completion.

If a mandatory property hasn't been specified or if a property has an error a list of errors will be
shown after the specified properties have been set. If an invalid property or value type is specified
the command will fail and not modify the object.
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See also: add

Example 2.5. Set property values

Set properties for objects that have an identifier property:
gwworl d: /> set Address | P4Address exanple_ i p Address=1.2.3.4
Comment s="Thi s is an exanpl e"
gwworl d: /> set | P4Address exanpl e_i p2 Address=2.3.4.5
Comrent s=conment _wi t hout _whi t espace
gwwor | d: / mai n> set Route 1 Conment="A route"
gwworl d:/> set |PRule 12 | ndex=1

Set properties for an object without identifier:
gwworl d: /> set DynDnsd i ent DyndnsOrg User nanme=exanpl e

Usage

set [<Category>] <Type> [<lIdentifier>] [-disable] [-enable]
[ <key-val ue pair>]...

Options

-disable Disable object. This option is not available if the ob-
ject isaready disabled.

-enable Enable object. This option is not available if the ob-
ject is already enabled.

<Category> Category that groups object types.

<ldentifier> The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.

<key-value pair> One or more property-value pairs, i.e. <property
name>=<value> or <property name>="<value>".

<Type> Type of configuration object to perform operation

on.

Note
Requires Administrator privilege.

2.1.11. show

Show objects.

Description
Show objects.

Show the properties of a specified object. There are a number of flags that can be specified to show
otherwise hidden properties. To show a list of object types and categories available in the current
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context, just type show. Show atable of all objects of atype by specifying atype or a category. Use
the - errors or - changes flags to show what objects have been changed or have errors in the
configuration.

When showing atable of all objects of a certain type, the status of each object since the last time the
configuration was committed is indicated by aflag. The flags used are:

- The object is deleted.

0 Theobject isdisabled.

! The object has errors.

+  Theobject is newly created.

*  Theobject is modified.

Additional flags:

D  The object has dynamic properties which are updated by the system.

When listing categories and object types, categories are indicated by [] and types where objects may
be contexts by /.

Example 2.6. Show objects

Show t he properties of an individual object:
gwwor | d: /> show Address | P4AAddress exanpl e_ip
gw wor | d: / mai n> show Route 1
gwworl d: /> show Client DynDnsCl i ent DyndnsOr g
Show a table of all objects of a type and a selection of their
properties as well as their status:
gwwor | d: /> show Address | P4Address
gwwor |l d: /> show | PAAddr ess
Show a table of all objects for each type in a category:
gwwor |l d: /> show Address
Show obj ects with changes and errors:
gwwor | d: /> show - changes
gwwor |l d: /> show -errors
Show what objects use (refer to) a certain object:
gwworl d: /> show Address | PAAddress exanple_ip -references

Usage

show

Show the types and categories available in the current context.

show [ <Cat egory>] [<Type> [<ldentifier>]] [-disabled] [-references]
Show an object or list atype or category.

show -errors [-verbose]

Show al errors.

show - changes
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Show all changes.

Options

-changes Show all changesin the current configuration.

-disabled Show disabled properties.

-errors Show all errorsin the current configuration.

-references Show all references to this object from other objects.

-verbose Show error details.

<Category> Category that groups object types.

<ldentifier> The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.

<Type> Type of configuration object to perform operation
on.

2.1.12. undelete

Restore previously deleted objects.

Description
Restore a previously deleted object.
Thisis possible as long as the activate command has not been called.

See also: delete

Example 2.7. Undelete an object

Undel ete an unreferenced object:
gwworl d: /> del ete Address | P4Address exanple_ip
gwworl d: /> undel et e Address | P4Address exanple_ip

Undel ete a referenced object:

(will renove the error in exanplerule)
gwwor |l d: /> set | PRul e exanpl erul e Sour ceNet wor k=exanpl enet
gwwor | d: /> del ete Address | P4Address exanpl enet -force
gwwor | d: /> undel et e Address | P4Address exanpl enet

Usage

undel ete [ <Cat egory>] <Type> [<ldentifier>]

Options
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<Category> Category that groups object types.
<ldentifier> The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.
<Type> Type of configuration object to perform operation
on.
Note

Requires Administrator privilege.
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2.2. Runtime
2.2.1. about

Show copyright/build information.

Description

Show copyright and build information.
Usage

about

2.2.2. alarm

Show alarm information.

Description

Show list of currently active alarms.
Usage

alarm[-history] [-active]

Options

-active Show the currently active alarms.

-history Show the 20 latest alarms.
2.2.3. arp

Show ARP entries for given interface.

Description
List the ARP cache entries of specified interfaces.
If nointerfaceis given the ARP cache entries of all interfaces will be presented.

The presented list can be filtered using thei p and hw options.

Usage
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arp
Show al ARP entries.

arp -show [<Interface>] [-ip=<pattern>] [-hw=<pattern>] [-numF<n>]
Show ARP entries.

arp -hashinfo [<Interface>]

Show information on hash table health.

arp -flush [<Interface>]

Flush ARP cache of specified interface.

arp -notify=<ip> [<Interface>] [-hwsender=<Ethernet Address>]

Send gratuitous ARP for IP.

Options

-flush Flush ARP cache of all specified interfaces.

-hashinfo Show information on hash table health.

-hw=<pattern> Show only hardware addresses matching pattern.

-hwsender =<Ether net Addr ess> Sender ethernet address.

-ip=<pattern> Show only | P addresses matching pattern.

-notify=<ip> Send gratuitous ARP for <ip>.

-num=<n> Show only the first <n> entries per interface.
(Default: 20)

-show Show ARP entries for given interface(s).

<Interface> Interface name.

2.2.4. arpsnoop

Toggle snooping and displaying of ARP requests.

Description

Toggle snooping and displaying of ARP queries and responses on-screen.

The snooped messages are displayed before the access section validates the sender I1P addresses in
the ARP data.

Usage
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ar psnoop
Show snooped interfaces.
arpsnoop {ALL | NONE | <interface>} [-verbose]

Snoop specified interface.

Options

-verbose Verbose.

{ALL | NONE | <interface>} Interface name.
2.2.5. ats

Show active ARP Transaction States.

Description

Show active ARP Transaction States.
Usage

ats [-numF<n>]
Options

-num=<n> Limit list to <n> entries. (Default: 20)

2.2.6. bigpond

Show BigPond information.

Description

Show the BigPond information about specified interface.
Usage

bi gpond
Show ALL BigPond information.

bi gpond <i nterface>
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Show BigPond information of specified interface.

Options

<interface> Interface to show BigPond information.

2.2.7. blacklist

Blacklist.

Description
Block and unblock hosts on the black and white list.
Note: Static blacklist hosts cannot be unblocked.

If - f or ce isnot specified, only the exact host with the service, protocol/port and destiny specified
is unblocked.

Example 2.8. Block hosts

bl ackli st -show -black -listtine -info
bl ackli st -bl ock 100.100. 100. 0/ 24 -serv=FTP -dest=50.50.50.1 -ti me=6000

Usage

bl acklist -show [-creationtine] [-dynanmic] [-listtime] [-info]
[-black] [-white] [-all]

Show information about the blacklisted hosts.

bl ackl i st -block <host> [-serv=<service>] [-prot={TCP | UDP | |CWP
| OTHER | TCPUDP | ALL}] [-port=<port numnber>]
[-dest=<ip address>] [-time=<seconds>]

Block specified netobject.

bl ackl i st -unbl ock <host> [-serv=<service>] [-prot={TCP | UDP |
ICMP | OTHER | TCPUDP | ALL}] [-port=<port nunber>]
[-dest=<ip address>] [-tine=<seconds>] [-force]

Unblock specified netobject.

Options

-all Show all the information.

-black Show blacklist hosts only.

-block Block specified netobject. (Admin only)
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-creationtime Show creation time.

-dest=<ip address> Destination address to block/unblock
(ExceptExtablished flag is set on).

-dynamic Show dynamic hosts only.

-force L_anl ock al services for the host that matches to op-
tions.

-info Show detailed information.

-listtime Show timein list (for dynamic hosts).

-port=<port number> Number of the port to block/unblock.

-prot={TCP | UDP | ICMP | OTHER | Protocol to block/unblock.

TCPUDP | ALL}

-Serv=<service> Service to block/unblock.

-show Show information about the blacklisted hosts.

-time=<seconds> The time that the host will remain blocked.

-unblock Unblock specified netobject. (Admin only)

-white Show whitelist hosts only.

<host> IP address range.

2.2.8. buffers

List packet buffers or the contents of a buffer.

Description

Lists the 20 most recently freed packet buffers, or in-depth information about a specific buffer.
Usage

buffers

List the 20 most recently freed buffers.
buffers -recent

Decode the most recently freed buffer.
buffers <Nume

Decode buffer number <Num>.

Options

-recent Decode most recently freed buffer.
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<Num> Decade given buffer number.

2.2.9. cam

CAM table information.

Description

Show information about the CAM table(s) and their entries.
Usage

cam - nun¥<n>

Show CAM table information.

cam <I nterface> [-num<n>]

Show interface-specified CAM table information.
cam <Interface> [-fl ush]

Flush CAM table information of specified interface.
cam -fl ush

Flush CAM table information.

Options
-flush Flush CAM table. If interface is specified, only
entries using this interface are flushed. (Admin only)
-num=<n> Limit list to <n> entries per CAM table. (Default:
20)
<Interface> Interface.
2.2.10. cfglog

Display configuration log.

Description

Display the log of the last configuration read attempt.

Usage

cfgl og
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2.2.11. connections

List current state-tracked connections.

Description

List current state-tracked connections.
Usage

connections -show [-nunm=<n>] [-verbose] [-srciface=<interface>]
[-destiface=<interface>] [-protocol =<nane/ nunp]
[-srcport=<port>] [-destport=<port>] [-srcip=<ip addr>]
[ -destip=<ip addr>]

List connections.
connecti ons
Same as "connections -show".

connections -close [-all] [-srciface=<interface>]
[-destiface=<interface>] [-protocol =<nane/ nunp]
[-srcport=<port>] [-destport=<port>] [-srcip=<ip addr>]
[ -destip=<ip addr>]

Close connections.

Options

-all Mark all connections.

-close Close all connections that match the filter expres-
sion. (Admin only)

-destiface=<interface> Filter on destination interface.

-destip=<ip addr> Filter on destination | P address.

-destport=<port> Show only given destination TCP/UDP port.

-num=<n> Limit list to <n> connections. (Default: 20)

-protocol=<name/num> Show only given IP protocol.

-show Show connections.

-sr ciface=<interface> Filter on source interface.

-srcip=<ip addr> Filter on source I P address.

-srcport=<port> Show only given source TCP/UDP port.

-verbose Verbose (more information).

2.2.12. cpuid
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Display info about the cpu.

Description

Display the make and model of the machine's CPU.
Usage

cpui d

2.2.13. crashdump

Show the contents of the crash.dmp file.

Description

Show the contents of the crash.dmp file, if it exists.
Usage

crashdunp

2.2.14. dhcp

Display information about DHCP-enabled interfaces or modify/update their leases.

Description

Display information about a DHCP-enabled interface.
Usage

dhcp

List DHCP enabled interfaces.

dhcp -1i st

List DHCP enabled interfaces.

dhcp -show [<interface>]

Show information about DHCP enabled interface.

dhcp -1 ease={ RENEW | RELEASE} <interface>
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Modify interface lease.

Options

-lease={RENEW | RELEASE} Modify interface lease.

-list List all DHCP enabled interfaces.

-show Show information about DHCP enabled interface.
<interface> DHCP Interface.

2.2.15. dhcprelay

Show DHCP/BOOTP relayer ruleset.

Description
Display the content of the DHCP/BOOTP relayer ruleset and the current routed DHCP relays.

Display filter filters relays based on interface/ip (example: if1 192.168.*)
Usage

dhcprel ay

Show the currently relayed DHCP sessions.

dhcprelay -show [-rules] [-routes] [<display filter>]...
Show DHCP/BOOTP relayer ruleset.

dhcprel ay -rel ease <ip address> [-interface=<Interface>]

Terminate relayed session.

Options

-interface=<I nterface> Interface.

-release Terminate relayed session <[interface:]ip>. (Admin
only)

-routes Show the currently relayed DHCP sessions.

-rules Show the DHCP/BOOTP relayer ruleset.

-show Show ruleset.

<display filter> Display filter, filters relays based on interface/ip.

<ip address> IP address.
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2.2.16. dhcpserver

Show content of the DHCP server ruleset.

Description

Show the content of the DHCP server ruleset and various information about active/inactive |eases.

Display filter filters leases based on interface/mac/ip (example: if1 192.168.*)
Usage

dhcpserver
Show DHCP server leases.

dhcpserver -show [-rules] [-leases] [-nume<Integer>]
[-fronmentry=<Integer>] [-mappings] [<display filter>]...

Show DHCP server ruleset.

dhcpserver -rel ease={ BLACKLI ST}

Release a specific types of |Ps.

dhcpserver -releaseip <interface> <ip address>

Release an active | P.

Options
-fromentry=<Integer> Shows dhcp server lease list from offset <n>.
-leases Show DHCP server |eases.
-mappings Show DHCP server 1P mappings.
-num=<Integer> Limit list to <n> |eases.
-release={BLACKLIST} Release specific type of IPs. (Admin only)
-releaseip Release an active IP. (Admin only)
-rules Show DHCP server rules.
-show Show ruleset.
<display filter> Display filters for leases based on interface/mac/ip
(eg. if1 192.168.%).

<interface> Interface.
<ip address> IP address.

2.2.17.dns
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DNSclient and queries.

Description

Show status of the DNS client and manage pending DNS queries.
Usage

dns [-query=<domai n nane>] [-list] [-renopve]

Options

-list List pending DNS queries.
-query=<domain name> Resolve domain name.

-remove Remove all pending DNS queries.

2.2.18. dnsbl

DNSBL.

Description

Show status of DNSBL.
Usage

dnsbl [-show] [<SMIP ALG>] [-clean]

Options

-clean Clear DNSBL statisticsfor ALG.

-show Show DNSBL statistics for ALG.

<SMTP ALG> Name of SMTP ALG.
2.2.19. frags

Show active fragment reassemblies.

Description

List active fragment reassemblies.
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More detailed information can optionally be obtained for specific reassemblies:

NEW Newest reassembly
ALL All reassemblies

0..1023 Assembly ‘N’

Example 2.9. frags

frags NEW
frags 254

Usage

frags [{NEW| ALL | <reassenmbly id>}] [-free] [-done] [-nunkE<n>]

Options
-done List done (lingering) reassemblies.
-free List free instead of active.
-num=<n> List <n> entries. (Default: 20)
{NEW | ALL | <reassembly id>} Show in-depth info about reassembly <n>. (Defaullt:
all)
2.2.20. ha
Show current HA status.
Description
Show current HA status.
Usage
ha [-activate] [-deactivate]
Options
-activate Go active.
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-deactivate Go inactive.

2.2.21. hostmon

Show Host Monitor statistics.

Description

Show active Host Monitor sessions.
Usage

host mon [ -verbose] [-numF<n>]

Options
-num=<n> Limit list to <n> entries. (Default: 20)
-verbose Verbose output.

2.2.22. httpalg

Commands related to the HTTP Application Layer Gateway.

Description

Show information about the WCF cache or list the overridden WCF hosts.
Usage

httpal g -override [-flush]
List or flush hosts that have overridden the wcf filter.

httpal g -wcfcache [-show] [-url=<String>] [-
[-count] [-server[={STATUS | CONNECT
[ - numE<n>]

flush] [-verbose]
| DI SCONNECT}] ]

Display URL cache information.

Options
-count Only display cache count.
-flush Removes all entries.
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-num=<n>
-override

-server[={STATUS | CONNECT | DIS-
CONNECT}]

-show

-url=<String>

-verbose

-wcfcache

2.2.23. httpposter

Display HTTP Poster status.

Description

Limit list to <n> entries. (Default: 20)
List hosts that have overridden the wcf filter.

Web Content Filtering Server options. (Default:
status)

Show Web Content Filtering cache data.

Limits the output from the show command to only
match the specified characters.

Verbose.

Show statistics of WCF functionality.

Display configuration and status of configured HTTPPoster URLX targets.

Usage

htt ppost er [-repost=<Integer>]

Options

-repost=<Integer >
2.2.24. hwm

Show hardware monitor sensor status.

Description

Show hardware monitor sensor status.
Usage

hwm [-all] [-verbose]

Options

Re-post URL now. (Admin only)
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-all Show ALL sensors, WARNING: use a own risk,
may take long time for highspeed ifaces to cope.

-verbose Show sensor number, type and limits.

2.2.25. idppipes

Show and remove hosts that are piped by IDP.

Description

Show list of currently piped hosts.
Usage

i dppi pes -show [ -host=<ip addr>]
Lists hosts for which new connections are piped by IDP.
i dppi pes -unpipe [-all] [-host=<ip addr>]

Remove piping for the specified host.

Options
-all mark all hosts.
-host=<ip addr> Filter on source |P address.
-show Lists hosts for which new connections are piped by
IDP.
-unpipe Remove piping for the specified host. (Admin only)
2.2.26. ifstat

Show interface statistics.

Description

Show list of attached interfaces, or in-depth information about a specific interface.

Usage

ifstat [<Interface>] [-filter=<expr>] [-pbr=<table name>]
[-nun¥<n>] [-restart] [-allindepth]

Options
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-allindepth Show in-depth information about all interfaces.
-filter =<expr> Filter list of interfaces.
-num=<n> Limit list to <n> lines. (Default; 20)
-pbr=<table name> Only list members of given PBR table(s).
-restart Stop and restart the interface. (Admin only)
<Interface> Name of interface.

2.2.27.igmp
IGMP Interfaces.
Description

Show information about the current state of the IGMP interfaces.

Send simulated messages to test configuration of the interface.

Usage

i gnp

Prints the current IGMP state.

ignp -state [<Interface>]

Prints the current IGMP state. If an interface is specified, more details are provided.
ignp -query <Interface> [<MC address> [<router address>]]
Simulate an incoming |GMP query message.

ignp -join <Interface> <MC address> [ <host address>]
Simulate an incoming IGMP join message.

ignp -leave <Interface> <MC address> [ <host address>]

Simulate an incoming IGMP |eave message.

Options

-join Simulate an incoming IGMP join message.
-leave Simulate an incoming |GMP leave message.
-query Simulate an incoming IGMP query message.
-state Show the current IGMP state.
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<host address> Host | P address.

<Interface> Interface.

<MC address> Multicast Address.

<router address> Router |P address.
2.2.28. ippool

Show IP pool information.

Description

Show information about the current state of the configured | P poals.

Usage

i ppool -release [<ip address>] [-all]
Forcibly free IP assigned to subsystem.
i ppool -show [-verbose] [-max=<n>]

Show IP pool information.

Options

-all Free al IP addresses.

-max=<n> Limit list to <n> entries. (Default: 10)

-release Forcibly free IP assigned to subsystem. (Admin
only)

-show Show IP pool information.

-verbose Verbose output.

<ip address> IP addressto free.

2.2.29. languagefiles

Manage language files on disk.

Description

Manage language files on disk

Usage
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| anguagefil es

Show all language files on disk.

| anguagefil es -renmove=<String>
Remove alanguage file from disk.

Options

-remove=<String> Specify language file to delete.

2.2.30. Idap

LDAP information.

Description

Status and statistics for the configured LDAP databases.
Usage

| dap

List all LDAP databases.

I dap -1i st

List all LDAP databases.

| dap -show [ <LDAP Server>]
Show LDAP database status and statistics.
| dap -reset [<LDAP Server>]

Reset LDAP database.

Options
-list List al LDAP databases.
-reset Reset status for LDAP database.
-show Show status and statistics.
<LDAP Server> LDAP database.

2.2.31. license
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Show contents of the license file.

Description

Show contents of the licensefile.
Usage

| i cense

2.2.32. linkmon
Display link montitoring statistics.
Description
. If link monitor hosts have been configured, linkmon will monitor host reachability to detect link/
NIC problems.

Usage

| i nknmon

2.2.33. logout

L ogout user.

Description

Logout current user.
Usage

| ogout

2.2.34. memory

Show memory information.

Description

Show core memory consumption. Also show detailed memory use of some components and lists.

48



2.2.35. natpool Chapter 2. Command Reference

Usage

menor y

2.2.35. natpool

Show current NAT Pools.

Description

Show current NAT Pools and in-depth information.
Usage

nat pool [-verbose] [<pool nane> [<IP4 Address>]] [-num=<Integer>]

Options
-num=<Integer> Maximum number of itemsto list (default: 20).
-verbose Verbose (more information).
<IP4 Address> Trandated IP.
<pool name> NAT Pool name.
2.2.36. nd

Show Neighbor Discovery entries for given interface.

Description
List the Neighbor Discovery cache entries of specified interfaces.
If no interfaceis given the Neighbor Discovery cache entries of all interfaces will be presented.

The presented list can be filtered using thei p and hw options.

Usage

nd
Show all Neighbor Discovery entries.

nd -show [<Interface>] [-ip=<pattern>] [-hw=<pattern>] [-nunr<n>]
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Show Neighbor Discovery entries.
nd -hashinfo [<Interface>]
Show information on hash table health.

nd -flush [<Interface>]

Flush Neighbor Discovery cache of specified interface.

nd - query=<i p> <Interface>
Send Neighbor Solicitation for IP.
nd -del =<i p> <Interface>

Delete ND cache entry.

Options

-del=<ip>
-flush

-hashinfo
-hw=<pattern>
-ip=<pattern>

-num=<n>

-query=<ip>

-show

<Interface>

2.2.37. ndsnoop

Delete ND cache entry <ip>.

Flush Neighbor Discovery cache of all specified in-
terfaces.

Show information on hash table health.
Show only hardware addresses matching pattern.
Show only I P addresses matching pattern.

Show only the first <n> entries per interface.
(Default: 20)

Send Neighbor Solicitation for <ip>.

Show Neighbor Discovery entries for given inter-
face(s).

Interface name.

Toggle snooping and displaying of ARP requests.

Description

Toggle snooping and displaying of Neighbor Discovery queries and responses on-screen.

The snooped messages are displayed before the access section validates the sender I1P addresses in

the ARP data.

Usage

ndsnoop
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Show snooped interfaces.
ndsnoop {ALL | NONE | <interface>} [-verbose]

Snoop specified interface.

Options
-verbose Verbose.
{ALL | NONE | <interface>} Interface name.

2.2.38. netobjects

Show runtime values of network objects.

Description

Displays named network objects and their contents.

Example 2.10. List network objects which have names containing "net".

net obj ects *net*

Usage

net obj ects [<String>] [-nume<nun®]

Options
-num=<num> Number of entriesto show. (Default: 20)
<String> Name or pattern.

2.2.39. pcapdump

Packet capturing.

Description

Packet capture engine

Usage
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pcapdunp
Show capture status.

pcapdunp -start [<interface(s)>] [-size=<value>] [-snapl en=<val ue>]
[ -count =<val ue>] [-out] [-out-nocap]

[ - et h=<Et her net Address>| [-ethsrc=<Ethernet Address>]

[ - et hdest =<Et hernet Address>] [-ip=<IP4 Address>]

{—i psrc=<| P4 Address>] [-ipdest=<|P4 Address>]

[

[

- port =<0...65535>] [-srcport=<0...65535>]
- dest port=<0...65535>] [-proto=<0...255>] [-icnp] [-tcp]
-udp] [-prom sc] [-ipversion=<1...15>]

Start capture.

pcapdunp -stop [<interface(s)>]
Stop capture.

pcapdunp -status

Show capture status.

pcapdunp -show [<interface(s)>]
Show a captured packets brief.

pcapdunmp -wite [<interface(s)>] [-fil ename=<String>]
Write the captured packets to disk.
pcapdunmp -w pe

Remove all captured packets from memory.
pcapdunp -cl eanup

Remove all captured packets, release capture mode and delete all written capture files from disk.

Options

-cleanup Remove all captured packets, release capture mode
and delete all written capture files from disk.

-count=<value> Number of packets to capture.

-destport=<0...65535> Destination TCP/UDP port filter.

-eth=<Ethernet Address> Ethernet addressfilter.

-ethdest=<Ethernet Address> Ethernet destination addressfilter.

-ethsr c=<Ethernet Address> Ethernet source addressfilter.

-filename=<String> Filename for capturefile.

-icmp ICMP filter.

-ip=<IP4 Address> IP address filter.
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-ipdest=<IP4 Address> Destination |P addressfilter.

-ipsrc=<IP4 Address> Source | P address filter.

-ipversion=<1...15> IP version filter.

-out Realtime packet brief dumped to console.

-out-nocap Unbuffered (not stored in memory) realtime packet
brief dumped to console.

-port=<0...65535> TCP/UDP port filter.

-promisc Set iface in promiscuous mode.

-proto=<0...255> IP protocaol filter.

-show Show a captured packets brief.

-size=<value> Size (kb) of buffer to store captured packets in
memory (default 512kb).

-snaplen=<value> Maximum length of each packet to capture.

-srcport=<0...65535> Source TCP/UDP port filter.

-start Start capture.

-status Show capture status.

-stop Stop capture.

-tcp TCP filter.

-udp UDP filter.

-wipe Remove all captured packets from memory.

-write Write the captured packets to disk.

<interface(s)> Name of interface(s).

Note

Requires Administrator privilege.

2.2.40. pipes

Show pipes information.

Description
Show list of configured pipes/ pipe details/ pipe users.

Note: The "pipes’ command is not executed right away; it is queued until the end of the second,
when pipe values are calculated.

Usage
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pi pes

List all pipes.

pi pes -users [<Pipe>] [-expr=<String>]
List users of agiven pipe.

pi pes -show [ <Pi pe>] [-expr=<String>]

Show pipe detalls.

Options

-expr=<String> Pipe wildcard(*) expression.
-show Show pipe details.

-users List users of agiven pipe.
<Pipe> Show pipe details.

2.2.41. pptpalg

Show PPTP ALG information.

Description

Shows information and statistics of the PPTP ALGs.

Usage

ppt pal g

Show all configured PPTP ALGs.

ppt pal g -sessions <PPTP ALG> [-verbose] [-nune<Integer>]
List all PPTP sessions.

ppt pal g -servi ces <PPTP ALG

List all services attached to PPTP ALG.

Options

-num=<Integer> Number of entriesto list.

-services List all services attached to PPTP ALG.
-sessions List all session using a PPTP tunnel.
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-verbose Verbose output.

<PPTP ALG> PPTPALG.

2.2.42. reconfigure

Initiates a configuration re-read.

Description

Restart the Security Gateway using the currently active configuration.
Usage

reconfi gure

Note
Requires Administrator privilege.

2.2.43. routemon

List the currently monitored interfaces and gateways.

Description

List the currently monitored interfaces and/or gateways.
Usage

rout enon

2.2.44. routes

Display routing lists.

Description

Display information about the routing table(s):

- Contents of a (named) routing table.

- The list of routing tables, along with atotal count of route entries in each table, as well as how

many of the entries are single-host routes.

Note that "core" routes for interface IP addresses are not normally shown. Use the - al | switch to
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show core routes also.
Usethe- swi t ched switch to show only switched routes.

Explanation of Flagsfield of the routing tables:

O Learned via OSPF

X RouteisDisabled

M  Routeis Monitored

A Published viaProxy ARP

D  Dynamic (from e.g. DHCPrelay, |Psec, L2TP/PPP servers, etc.)
H  HA synced from cluster peer

Usage

routes [-all] [<table name>] [-switched] [-flushl3cache] [-numeE<n>]
[ -nonhost] [-tables] [-|ookup=<ip address>] [-verbose]

Options
-all Also show routes for interface addresses.
-flushl3cache Flush Layer 3 Cache.
-lookup=<ip address> Lookup the route for the given |P address.
-nonhost Do not show single-host routes.
-num=<n> Limit display to <n> entries. (Default: 20)
-switched Only show switched routes and L3C entries.
-tables Display list of named (PBR) routing tables.
-verbose Verbose.
<table name> Name of routing table.

2.2.45. rules

Show ruleslists.

Description

Shows the content of the various types of rules, i.e. main ruleset, pipe ruleset, etc.

Example 2.11. Show a range of rules
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rul es -verbose 1-5 7-9

Usage

rules [-type={IP | ROUTING| PIPE| IDP | IGW}] [-verbose]
[-schedul e] [<rules>]...

Options

-schedule Filter out rules that are not currently alowed by se-
lected schedules.

-type={IP | ROUTING | PIPE | IDP | IG-  Typeof rulesto display. (Default: |P)
MP}
-verbose Verbose: show all parameters of the rules.

<rules> Range of rulesto display. (default: all rules).

2.2.46. selftest

Run appliance self tests.

Description
The appliance self tests are used to verify the correct function of hardware components.
Normal SGW operations might be disrupted during the test(s).

The outcome of the throughput crypto accelerator tests are dependent on configuration values. If the
number of large buffers (Local ReassSettings->LocalReass NumLarge) too low, it might lower
throughput result. In the field 'Drop/Fail’, the 'Drop' column contains the number of packets that
were dropped before ever reaching the crypto accelerator and the 'Fail' column contains the number
of packets that for some reason failed encryption. The 'Pkt In/Out’ field shows the total humber of
packets sent to, and returned from the accelerator.

The interface tests 'traffic' and 'throughput' are dependent on the settings for the NIC ring sizes and
possibly aso license limitations. The 'traffic' test uses a uniform random distribution of six packet
sizes between 60 and 1518 bytes. The content of each received packet is validated. The ‘throughput'
test uses only the largest packet size, and does not validate the contents of the received packets.

Example 2.12. Interface ping test between all interfaces

sel ftest -ping

Example 2.13. Interface ping test between interfaces 'if1' and 'if2'
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selftest -ping -interfaces=if1,if2

Example 2.14. Start a 30 min burn-in duration test, testing RAM, storage media and
crypto the accelerator

selftest -burnin -mnutes 30 -nedia -nmenory -cryptoaccel

Usage

sel ftest -nmenory [-nunme<|nteger>]

Check the sanity of the RAM.

selftest -media [-size=<Integer>]

Check the sanity of the disk drive.

selftest -nac

Check if there are MAC address collisions on the interfaces.
selftest -ping [-interfaces=<Interface>]
Run a ping test over the interfaces.

sel ftest -throughput [-interfaces=<Interface>]
Run athroughput test over the interfaces.

selftest -traffic [-interfaces=<Interface>]
Run atraffic test over the interfaces.

sel ftest -cryptoaccel

Verify the correct functioning of the accelerator cards.

m nut es[ =<I nt eger >] |

selftest -burnin [-hours[=<Integer>]] |[-
-throughput] [-traffic]

[-memory] [-nedia] [-ping] [
[ -cryptoaccel]

Run burn-in tests for a set of sub tests. If no sub tests are specified the following are included: -
memory, -ping, -traffic, -cryptoaccel.

sel ftest -abort
Abort arunning self test.
sel ft est

Show the status of arunning test.
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Options

-abort
-burnin

-cryptoaccel

-hour g=<I nteger >]
-interfaces=<Interface>

-mac

-media

-memory
-minutes[=<Integer>]
-num=<Integer>
-ping

-size=<Integer>
-throughput

-traffic

Note

Abort arunning self test.
Run burn-in tests for a selected set of sub tests.

Verify the correct functioning of available crypto ac-
celerator cards.

Test duration in hours. (Default: 48)
Ethernet interface(s).

Check if there are MAC address collisions on the in-
terfaces.

Check the sanity of the disk drive.

Check the sanity of the RAM.

Test duration in minutes. (Default: 0)

Number of times to execute the test. (Default: 1)
Run a ping test over the interfaces.

Size of media space to utilize in the test. Set in MB.
(Default: 1)

Run a throughput test over the interfaces. This will
show the maximal achievable interface throughput.

Run a traffic test over the interfaces. The traffic test
uses mixed frame sizes and verifies the content of
each received frame.

Requires Administrator privilege.

2.2.47. services

Show runtime values of configured services.

Description

Shows the runtime values of all configured services.

Example 2.15. List all services which names begin with "http"

services http*

Usage
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services [<String>]
Options

<String> Name or pattern.

2.2.48. sessionmanager

Session Manager.

Description

Show information about the Session Manager, and list currently active users.

Explanation of Timeout flags for sessions:

D  Sessionisdisabled
S Session usesatimeout in its subsystem

- Session does not use timeout

Usage

sessi onmanager

Show Session Manager status.

sessi onmanager -status

Show Session Manager status.

sessi onmanager -1list [-numF<n>]

List active sessions.

sessi onmanager -info <session nane> <dat abase>

Show in-depth information about session(s).

sessi onmanager -nmessage <sessi on name> <dat abase> <message text>
Send message to session with console.

sessi onmanager -di sconnect <session nanme> <dat abase> [<IP Address>
[{LOCAL | SSH | HTTP | HTTPS}]]

Forcibly terminate session(s).

Options
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-disconnect Forcibly terminate session(s). (Admin only)
-info Show in-depth information about session.
-list List active sessions.

-message Send message to session.

-num=<n> List <n> number of session.

-status Show Session Manager status.
<database> Name of user database.

<IP Address> IP address.

<message text> Message to send.

<session name> Name of session.

{LOCAL |SSH |HTTP |HTTPS} Session type.

2.2.49. settings

Show settings.

Description

Show the contents of the settings section, category by category.
Usage

settings

Show list of categories.
settings <category>
Show settings in category.

Options

<category> Show settings in category.

2.2.50. shutdown

Initiate core or system shutdown.

Description

Initiate restart of the core/system.
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Usage

shut down [ <seconds>] [-normal] [-reboot]
Options

-normal Initiate core shutdown.
-reboot Initiate system reboot.

<seconds> Seconds until shutdown. (Default: 5)

Note
Requires Administrator privilege.

2.2.51. sipalg

SIPALG.

Description
List running SIP-ALG configurations, SIP registration and call information.

The -flags option with -snoop allows any combination of the following values:

- 0x00000001 GENERAL

- 0x00000002 ERRORS

- 0x00000004 OPTIONS

- 0x00000008 PARSE

- 0x00000010 VALIDATE

- 0x00000020 SDP

- 0x00000040 ALLOW_CHANGES
- 0x00000080 SUPPORTED_CHANGES
- 0x00000100 2543COMPLIANCE
- 0x00000200 RECEPTION

- 0x00000400 SESSION

- 0x00000800 REQUEST

- 0x00001000 RESPONSE

- 0x00002000 TOPO_CHANGES
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- 0x00004000 MEDIA

- 0x00008000 CONTACT

- 0x00010000 CONN

- 0x00020000 PING

- 0x00040000 TRANSACTION
- 0x00080000 CALLLEG

- 0x00100000 REGISTRY

Flags can be added in the usual way. The default value is 0x00000003 (GENERAL and ERRORS).

NOTE: 'verbose' option outputs a lot of information on the console which may lead to system in-
stability. Use with caution.

Usage

sipalg -definition <al g>

Show running ALG configuration parameters.

sipalg -registration[={SHOW| FLUSH}] <al g>
Show or flush current registration table.

sipalg -calls <al g>

Show active calls table.

si pal g -session <al g>

Show active SIP sessions.

si pal g -connection <al g>

Show SIP connections.

sipalg -statistics[={SHOW| FLUSH}] <al g>
Show or flush SIP counters.

sipal g -snoop={ON | OFF | VERBOSE} [<ipaddr>] [-flags=<String>]

Control SIP snooping. Useful for troubleshooting SIP transactions. NOTE: 'verbose' option outputs
alot of information on the console which may lead to system instability. Use with caution.

Options
-calls Show active calstable.
-connection Show SIP connections.
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-definition Show running ALG configuration parameters.

-flags=<String> SIP snooping for certain levels. Expected number in
hexadecimal notation.

-registration[={SHOW | FLUSH}] Show or flush registration table. (Default: show)

-session Show active SIP sessions.

-snoop={ON | OFF | VERBOSE} Enable or disable SIP snooping. NOTE: 'verbose' op-

tion outputs a lot of information on the console
which may lead to system instability. Use with cau-

tion.
-statisticg ={SHOW | FLUSH}] Show or flush SIP counters. (Default: show)
<alg> SIP-ALG name.
<ipaddr> IP Address to snoop.

2.2.52. sshserver

SSH Server.

Description

Show SSH Server status, or start/stop/restart SSH Server.
Usage

sshserver

Show server status and list al connected clients.

sshserver -status [-verbose]

Show server status and list al connected clients.

sshserver -keygen [-b=<bits>] [-t={RSA | DSA}]
Generate SSH Server private keys.

sshserver -restart <ssh server>

Restart SSH Server.

Options

-b=<bits> Bitsize. (Default: 1024)

-keygen Generate SSH Server private keys. This operation
may take along timeto finish, up to several minutes!

-restart Stop and start the SSH Server.
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-status Show server status and list all connected clients.
-t={RSA | DSA} Type, (default: both RSA and DSA keys will be cre-
ated).

-verbose Verbose output.
<ssh server> SSH Server.
Note

Requires Administrator privilege.

2.2.53. sslvpn

SSLVPN tunnels.

Description

List running SSLVPN configurations, SSLV PN active tunnels and call information.
Usage

ssl vpn

2.2.54. stats

Display various general firewall statistics.

Description

Display genera information about the firewall, such as uptime, CPU load, resource consumption
and other performance data.

Usage

stats

2.2.55. techsupport

Technical Support information.

Description

Generate information useful for technical support.

Due to the large amount of output, this command might show a truncated result when execute from
the local console.
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Usage

t echsupport

2.2.56. time

Display current system time.

Description

Display/set the system date and time.

Usage

time

Display current system time.

tine -set <date> <tinme>

Set system local time: <YYYY-MM-DD> <HH:MM:SS>.

time -sync [-force]

Synchronize time with timeserver(s) (specified in settings).

Options

-force

-sync

<date>

<time>

2.2.57. uarules

Show user authentication rules.

Description

Force synchronization regardless of the MaxAdjust
setting.

Set system loca time: <YYYY-MM-DD>
<HH:MM:SS>.

Synchronize time with timeserver(s) (specified in
settings).

Date YYYY-MM-DD.

Time HH:MM:SS.

Displays the contents of the user authentication ruleset.
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Example 2.16. Show a range of rules

uarules -v 1-2,4-5

Usage

uarul es [-verbose] [<Integer Range>]

Options
-verbose Verbose output.
<Integer Range> Range of rulesto list.

2.2.58. updatecenter

Show autoupdate status and manage IDP/AV databases.

Description

Show autoupdate mechanism status or force an update.
Usage

updat ecenter -update[={ANTIVIRUS | IDP | ALL}]
Initiate an update check of the specified database.

updat ecenter -renmovedb={ ANTI VI RUS | | DP}
Remove the specified signature database.

updat ecenter -status[={ANTIVIRUS | IDP | ALL}]
Show update status and database information.

updat ecenter -servers

Show status of update servers.

Options
-removedb={ANTIVIRUS | IDP} Remove the database for the specified service.
-servers Show status of update servers.
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-status[={ANTIVIRUS | IDP | ALL}]

-update[={ANTIVIRUS|IDP | ALL}]

2.2.59. userauth

Show logged-on users.

Description

Show update status and database information.
(Admin only; Default: all)

Force an update now for the specified service.
(Admin only; Default: all)

Show currently logged-on users and other information. Also allows logged-on users to be forcibly

logged out.

Note: Inthe user listing - | i st , only privileges actually used by the policy are displayed.

Usage

useraut h
List all authenticated users.
userauth -list [-nunF<n>]

List al authenticated users.

userauth -privilege

List all known privileges (usernames and groups).

useraut h -user <user

i p>

Show al information for user(s) with this | P address.

userauth -renove <user
Forcibly log out an authenticated user.

Options

-list
-num=<n>
-privilege
-remove
-user
<Interface>

<user ip>

i p> <Interface>

List all authenticated users.

Limit list of authenticated users. (Default: 20)

List all known privileges (usernames and groups).
Forcibly log out an authenticated user. (Admin only)
Show all information for user(s) with this | P address.
Interface.

IP address for user(s).
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2.2.60. vlan

Show information about VLAN.

Description

Show list of attached Virtual LAN Interfaces, or in-depth information about a specified VLAN.
Usage

vl an
List attached VLANS.
vl an <Interface>

Display VLANS connected to physical iface <iface>.

Options

<Interface> Display VLAN information about thisinterface.

69



2.3. Utility Chapter 2. Command Reference

2.3. Utility
2.3.1. ping
Ping host.
Description

Sends one or more ICMP ECHO, TCP SYN or UDP datagrams to the specified | P address of a host.
All datagrams are sent preloaded-style (all a once).

The datasize - | engt h given isthe ICMP or UDP data size. 1472 bytes of ICMP dataresultsin a
1500-byte | P datagram (1514 bytes ethernet).

Usage

pi ng <host> [-recvif=<interface>] [-srcip=<ip address>]
[-pbr=<table>] [-count=<1...10>] [-length=<4...8192>]
[-port=<0...65535>] [-udp] [-tcp] [-tos=<0...255>] [-verbose]

Options

-count=<1...10> Number of packetsto send. (Default: 1)

-length=<4...8192> Packet size. (Default: 4)

-pbr=<table> Route using PBR Table.

-port=<0...65535> Destination port of UDP or TCP ping.

-recvif=<interface> Pass packet through the rule set, simulating that the
packet was received by <recvif>.

-srcip=<ip address> Use this source | P.

-tcp Send TCP ping.

-t0s=<0...255> Type of service.

-udp Send UDP ping.

-verbose Verbose (more information).

<host> IP address of host to ping.
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2.4. Misc
2.4.1. echo
Print text.
Description

Print text to the console.

Example 2.17. Hello World

echo Hello World

Usage

echo [<String>]...
Options

<String> Text to print.

2.4.2. help

Show help for selected topic.

Description
The help system contains information about commands and configuration object types.

The fastest way to get help is to simply type help followed by the topic that you want help with. A
topic can be for example a command name (e.g. set) or the name of a configuration object type (e.g.
User).

When you don't know the name of what you are looking for you can specify the category of the

wanted topic with the - cat egor y option and use tab-completion to display alist of matching top-
ics.

Usage

hel p
List commands alphabetically.

hel p <Topi c>
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Display help about selected topic from any category.
hel p -cat egor y={ COWANDS | TYPES} [ <Topi c>]

Display help from a specific topic category.

Options

-category={COMMANDS | TYPES} Topic category.

<Topic> Help topic.
2.4.3. history

Dump history to screen.

Description

List recently typed commands that have been stored in the command history.
Usage

hi story

24.4.1s

Lists device data accessible by SCP.

Description

Lists device data which are available through SCP.

Example 2.18. Transfer script files to and from the device

Upl oad: Scp mnyscript user @gw-i p: script/myscript
Downl oad: scp user @gw-i p: script/nyscript ./nyscript

In addition to the files listed it is possible to upload license, certificates and ssh public key files.

Example 2.19. Upload license data

scp licence.lic user@gwip:license.lic

Certificates and ssh client key objects are created if they do not exist.
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Example 2.20. Upload certificate data

scp certificate.cer user @gwip:certificate/certificate_nane
scp certificate. key user @gwip:certificate/certificate_nane

Example 2.21. Upload ssh public key data

scp sshkey. pub user @gwi p: sshcli ent key/ sshcli ent key_nane

Usage

Options

-long Enable long listing format.
<File> Fileto list.

2.4.5. script

Handle CLI scripts.

Description
Run, create, show, store of delete script files.

Script files are transfered to and from the device by the SCP protocol. On the device they are stored
inthe "/script" folder.

Example 2.22. Execute script

"script.sgs":

add | P4Addr ess Name=$1 Address=$2 Comment ="$0: \$100".

:/> script -execute -name=script.sgs ip_test 127.0.0.1

is executed as |ine:

add | P4Addr ess Nane=i p_test Address=127.0.0.1 Comment ="script.sgs: $100"

Usage

script -create [[<Category>] <Type> [<ldentifier>]] [-nanme=<Name>]
Create configuration script from specified object, class or category.

script -execute [-verbose] [-force] [-quiet] -name=<Nane>
[ <Parameters>]. ..
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Execute script.

script -show [-all] [-nanme=<Nane>]
Show script in console window.

script -store [-all] [-name=<Nanme>]
Store a script to persistent storage.

script -renmove [-all] [-name=<Nane>]

Remove script.

scri pt

List script files.

Options

-all Apply to all scripts.

-Create Create configuration script from specified object,
class or category.

-execute Execute script.

-force Force script execution.

-name=<Name> Name of script.

-quiet Quiet script execution.

-remove Remove script.

-show Show script in console window.

-store Store a script to persistent storage.

-verbose Verbose mode.

<Category> Category that groups object types.

<ldentifier> The property that identifies the configuration object.
May not be applicable depending on the specified
<Type>.

<Parameters> List of input arguments.

<Type> Type of configuration object to perform operation
on.

Note

Requires Administrator privilege.
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* Access, page 77

* Address, page 79
 AdvancedScheduleProfile, page 83
* ALG, page 84

* ARPND, page 92

* BlacklistWhiteHost, page 93
* Certificate, page 94

* Client, page 95

» COM PortDevice, page 98

* ConfigM odePool, page 99

* DateTime, page 100

* Device, page 101

* DHCPRelay, page 102

* DHCPServer, page 103

* DNS, page 105

* Driver, page 106

* EthernetDevice, page 110

* HighAvailability, page 111
* HTTPALGBanners, page 112
* HTTPAuthBanners, page 113
* HTTPPoster, page 114

* HWM, page 115

* IDList, page 116

* IDPRule, page 117

* IGMPRuUle, page 119

* IGMPSsetting, page 121

* IKEAIgorithms, page 122

* Interface, page 123

* |PPool, page 134

* |PRule, page 135

* |PRuleFolder, page 137
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* |PsecAlgorithms, page 138

» LDAPDatabase, page 140

» LDAPServer, page 141

* LinkMonitor, page 142

* LocalUserDatabase, page 143
* LogReceiver, page 144

* NATPool, page 147

* Pipe, page 148

* PipeRule, page 151

* PSK, page 152

* RadiusAccounting, page 153

* RadiusServer, page 154

* Remotel DList, page 155

» RemoteM anagement, page 156
* RouteBalancingl nstance, page 159
» RouteBalancingSpilloverSettings, page 160
* RoutingRule, page 161

* RoutingTable, page 162

* ScheduleProfile, page 166

* Service, page 167

* Settings, page 171

» SSHClientKey, page 190

» UpdateCenter, page 191
 UserAuthRule, page 192

3.1. Access

Description

Use an access rule to allow or block specific source |P addresses on a specific interface.

Properties
Index Theindex of the object, starting at 1. (Identifier)
Name Specifies a symbolic name for the object.
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Action Accept, Expect or Drop. (Default: Drop)

Interface The interface the packet must arrive on for this rule
to be carried out. Exception: the Expect rule.

Network The IP span that the sender must belong to for this
ruleto be carried out.

L ogEnabled Enable logging. (Default: Yes)

L ogSeverity Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Comments Text describing the current object. (Optional)

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

78



3.2. Address

Chapter 3. Configuration Reference

3.2. Address

Thisis acategory that groups the following object types.

3.2.1. AddressFolder

3.2.1.1.

3.2.1.2.

Description

An address folder can be used to group related address objects for better overview.

Properties

Name

Comments

IP6Address

Description

Specifies a symbolic name for the network object.
(Identifier)

Text describing the current object. (Optional)

Use an IP6 Address item to define a name for a specific IP6 host, network or range.

Properties

Name

Address

Comments
IP6Group

Description

Specifies a symbolic name for the network object.
(Identifier)

IPv6 address, eg. "1:2:3::4",
"'1234:5678:9abc:def0:1234:5678:9abc:def 0",
"1:2::/32" or "1:2::10-1:2::20".

Text describing the current object. (Optional)

An IP6 Address Group is used for combining several 1P6 Address abjects for simplified manage-

ment.
Properties
Name

Members

Comments

Specifies a symbolic name for the network object.
(Identifier)

Group members.

Text describing the current object. (Optional)
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3.2.1.3. EthernetAddress

Description

Use an Ethernet Address item to define a symbolic name for an Ethernet MAC address.

Properties

Name Specifies a symbolic name for the network object.
(Identifier)

Address Ethernet MAC address, e.g. "12-34-56-78-ab-cd".

Comments Text describing the current object. (Optional)

3.2.1.4. EthernetAddressGroup

Description

An Ethernet Address Group is used for combining several Ethernet Address objects for simplified

management.

Properties

Name Specifies a symbolic name for the network object.
(Identifier)

Members Group members.

Comments Text describing the current object. (Optional)

3.2.1.5. IP4AHAAddress

Description

Use an IP4 HA Address item to define a name for a specific 1P4 host, network or range for each
node in a high availability cluster.

Properties

Name Specifies a symbolic name for the network object.
(Identifier)

Address An |P address with one instance for each node in the
high availability cluster.

User AuthGroups Groups and user names that belong to this object.

Objects that filter on credentials can only be used as
source networks and destinations networks in rules.
(Optional)
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NoDefinedCredentials

Comments
IPAGroup

Description

If this property is enabled the object requires user
authentication, but has no credentials (user names or
groups) defined. This means that the object only re-
quires that a user is authenticated, but ignores any
kind of group membership. (Default: No)

Text describing the current object. (Optional)

An P4 Address Group is used for combining several 1P4 Address objects for simplified manage-

ment.

Properties

Name

Members

User AuthGroups

NoDefinedCredentials

Comments

IP4AAddress

Description

Specifies a symbolic name for the network object.
(Identifier)

Group members.

Groups and user names that belong to this object.
Objects that filter on credentials can only be used as
source networks and destinations networks in rules.
(Optional)

If this property is enabled the object requires user
authentication, but has no credentials (user names or
groups) defined. This means that the object only re-
quires that a user is authenticated, but ignores any
kind of group membership. (Default: No)

Text describing the current object. (Optional)

Use an IP4 Address item to define a name for a specific P4 host, network or range.

Properties

Name
Address
ActiveAddress

User AuthGroups

Specifies a symbolic name for the network object.
(Identifier)

IP address, e.g. "172.16.50.8", "192.168.7.0/24" or
"172.16.25.10-172.16.25.50".

The dynamically set address used by e.g. DHCP en-
abled Ethernet interfaces. (Optional)

Groups and user names that belong to this object.
Objects that filter on credentials can only be used as
source networks and destinations networks in rules.
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(Optional)

NoDefinedCredentials If this property is enabled the object requires user
authentication, but has no credentials (user names or
groups) defined. This means that the object only re-

quires that a user is authenticated, but ignores any
kind of group membership. (Default: No)

Comments Text describing the current object. (Optional)

3.2.2. EthernetAddress

The definitions here are the same asin Section 3.2.1.3, “EthernetAddress’ .

3.2.3. EthernetAddressGroup

The definitions here are the same asin Section 3.2.1.4, “EthernetAddressGroup” .

3.2.4. IP4Address

The definitions here are the same asin Section 3.2.1.7, “I P4AAddress’ .

3.2.5. IP4AGroup

The definitions here are the same as in Section 3.2.1.6, “1P4Group” .

3.2.6. IPAHAAddress

The definitions here are the same as in Section 3.2.1.5, “IPAHAAddress’ .

3.2.7. IP6Address

The definitions here are the same asin Section 3.2.1.1, “IP6Address’ .

3.2.8. IP6Group

The definitions here are the same asin Section 3.2.1.2, “1P6Group” .
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3.3. AdvancedScheduleProfile

Description

An advanced schedule profile contains definitions of occurrences used by various policies in the

system.

Properties

Name Specifies a symbolic name for the service.
(Identifier)

Comments Text describing the current object. (Optional)

3.3.1. AdvancedScheduleOccurrence

Description

An advanced schedule occurrence specifies an occurrence that should happen between certain times
for days in month/week

Properties

StartTime Start Time of occurence in the format HH:MM. For
example 13:30.

EndTime End Time of occurence in the format HH:MM. For
example 14:15.

Occurrence Specify type of occurrence. (Default: Weekly)

Weekly Specifies days in week the schedule occurrence
should be activated. Monday corresponds to 1 and
Sunday 7. (Default: 1-7)

Monthly Specifies days in month the schedule occurrence
should be activated. The schedule only occurs at
days that existsin the month. (Default: 1-31)

Comments Text describing the current object. (Optional)

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.4. ALG

Thisis acategory that groups the following object types.

3.4.1. ALG_FTP

Description

Use an FTP Application Layer Gateway to manage FTP traffic through the system.

Properties

Name

AllowSer ver Passive

ServerPorts

AllowClientActive

ClientPorts
AllowUnknownCommands
AllowSITEEXEC

MaxLinelL ength
MaxCommandRate

Allow8BitStrings

AllowResumeTransfer

Antivirus

ScanExclude

CompressionRatio

CompressionRatioAction
AllowEncryptedZip

ZDEnabled

ZDNetwork

Specifies asymbolic name for the ALG. (Identifier)

Allow server to use passive mode (unsafe for serv-
er). (Default: No)

Server data ports. (Default: 1024-65535)

Allow client to use active mode (unsafe for client).
(Default: No)

Client data ports. (Default: 1024-65535)
Allow unknown commands. (Default: No)
Allow SITE EXEC. (Default: No)

Maximum line length in control channel. (Default:
256)

Maximum number of commands per second.
(Default: 20)

Allow 8-bit stringsin control channel. (Default: Y es)

Allow RESUME even in case of content scanning.
(Default: No)

Disabled, Audit or Protect. (Default: Disabled)

List of files to exclude from antivirus scanning.
(Optional)

A compression ratio higher than this value will trig-
ger the action in Compression Ratio Action, a value
of zero will disable all compression checks.
(Default: 20)

The action to take when high compression threshold
isviolated, all actions are logged. (Default: Drop)

Allow encrypted zip files, even though the contents
can not be scanned. (Default: No)

Enable ZoneDefense Block. (Default: No)

Hosts within this network will be blocked at
switches if avirusisfound.
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FileListType Specifies if the file list contains files to alow or
deny. (Default: Block)

FailM odeBehavior Standard behaviour on error: Allow or Deny.
(Default: Deny)

File List of filetypesto allow or deny. (Optional)

VerifyContentMimetype Verify that file extentions correspond to the MIME

type. (Default: No)

Comments Text describing the current object. (Optional)

3.4.2. ALG_H323

Description

Use an H.323 Application Layer Gateway to manage H.323 multimedia traffic.

Properties

Name Specifies a symbolic name for the ALG. (Identifier)

AllowTCPDataChannels Allow TCP data channels (T.120). (Default: Yes)

MaxTCPDataChannels Maximum number of TCP data channels per call.
(Default: 10)

TrandateAddresses Automatic or Specific. (Default: Automatic)

Trandatel ogicalChannel Addr esses Trandate logical channel addresses. (Default: Y es)

MaxGKRegLifeTime Max Gatekeeper Registration Lifetime. (Default:
1800)

Comments Text describing the current object. (Optional)

3.4.3. ALG_HTTP

Description

Usean HTTP Application Layer Gateway to filter HTTP traffic.

Properties

Name Specifies a symbolic name for the ALG. (Identifier)
RemoveCookies Remove cookies. (Default: No)

RemoveScripts Remove Javascript/VVBScript. (Default: No)
RemoveApplets Remove Java applets. (Default: No)
RemoveActiveX Remove ActiveX abjects (including Flash). (Default:

No)
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VerifyUTF8URL

BlackURL DisplayReason

HTTPBanners
M axDownloadSize

FileListType

FailM odeBehavior

File

VerifyContentMimetype

Antivirus

ScanExclude

CompressionRatio

CompressionRatioAction

AllowEncryptedZip

ZDEnabled

ZDNetwor k

WebContentFilteringM ode

FilteringCategories

NonManagedAction

AllowFilteringOverride

AllowFilteringReclassification

Comments
ALG HTTP_URL

Description

Verify that URLs does not contain invalid UTF8 en-
coding. (Default: No)

Message to show when there is an attempt to access
ablacklisted site. (Optional)

HTTP ALG HTML Banners. (Default: Default)
The maximal allowed file sizein kB. (Optional)

Specifies if the file list contains files to alow or
deny. (Default: Block)

Standard behaviour on error: Allow or Deny.
(Default: Deny)

List of filetypesto allow or deny. (Optional)

Verify that file extentions correspond to the MIME
type. (Default: No)

Disabled, Audit or Protect. (Default: Disabled)

List of files to exclude from antivirus scanning.
(Optional)

A compression ratio higher than this value will trig-
ger the action in Compression Ratio Action, a value
of zero will disable al compression checks.
(Default: 20)

The action to take when high compression threshold
isviolated, all actions are logged. (Default: Drop)

Allow encrypted zip files, even though the contents
can not be scanned. (Default: No)

Enable ZoneDefense Block. (Default: No)

Hosts within this network will be blocked at
switchesif avirusisfound.

Disabled, Audit or Enable. (Default: Disabled)
Web content categories to block. (Optional)

Action to take for content that hasn't been classified.
(Default: Allow)

Allow the user to display a blocked site. (Default:
No)

Allow reclassification of sites. (Default: No)

Text describing the current object. (Optional)

Blacklist URLs to deny access to complete sites, to file types by extension, or to URLs with certain
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words in them.

Properties

Action
URL

Comments

Note

Whitelist or Blacklist. (Default: Blacklist)
Specifies the URL to blacklist or whitelist.

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.4.4. ALG_POP3

Description

Use an POP3 Application Layer Gateway to manage POP3 traffic through the system.

Properties

Name

BlockUser Pass
HideUser

AllowUnknownCommands

FileListType
FailM odeBehavior

File

VerifyContentMimetype

Antivirus

ScanExclude

CompressionRatio

CompressionRatioAction

Specifies a symbolic name for the ALG. (Identifier)

Block clients from sending USER and PASS com-
mand. (Default: No)

Prevent server from revealing that a user name do
not exist. (Default: No)

Allow unknown commands. (Default: No)

Specifies if the file list contains files to alow or
deny. (Default: Block)

Standard behaviour on error: Allow or Deny.
(Default: Deny)

List of filetypesto allow or deny. (Optional)

Verify that file extentions correspond to the MIME
type. (Default: No)

Disabled, Audit or Protect. (Default: Disabled)

List of files to exclude from antivirus scanning.
(Optional)

A compression ratio higher than this value will trig-
ger the action in Compression Ratio Action, a value
of zero will disable al compression checks.
(Default: 20)

The action to take when high compression threshold
isviolated, al actions are logged. (Default: Drop)
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AllowEncryptedZip

ZDEnabled

ZDNetwork

Comments

3.4.5. ALG_PPTP

Description

Allow encrypted zip files, even though the contents
can not be scanned. (Default: No)

Enable ZoneDefense Block. (Default: No)

Hosts within this network will be blocked at
switchesif avirusisfound.

Text describing the current object. (Optional)

Use a PPTP Application Layer Gateway to manage PPTP traffic through the system.

Properties

Name

EchoTimeout
IdleTimeout

Comments

3.4.6. ALG_SIP

Description

Specifies asymbolic name for the ALG. (Identifier)

Specifies idle timeout for Echo messages in the
PPTP tunnel. (Default: 0)

SPecifies idle timeout for user traffic in the PPTP
tunnel. (Default: 0)

Text describing the current object. (Optional)

Use a SIP AL G to manage SIP based multimedia sessions.

Properties

Name

M axSessionsPerld
MaxRegistrationTime
SipSignal Tmout

DataChannel Tmout

AllowM ediaByPass

AllowTCPDataChannels

MaxTCPDataChannels

Specifies a symbolic name for the ALG. (Identifier)

Maximum number of sessions per SIP URI.
(Default: 5)

The maximum allowed time between registration re-
quests. (Default: 3600)

Timeout value for last seen SIP message. (Default:
43200)

Timeout value for data channel. (Default: 120)

Allow clients to exchange media directly when pos-
sible. (Default: Yes)

Allow TCP data channels. (Default: Y es)

Maximum number of TCP data channels per call.
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Comments

3.4.7. ALG_SMTP

Description

(Default: 5)

Text describing the current object. (Optional)

Use an SMTP Application Layer Gateway to manage SM TP traffic through the system.

Properties

Name

VerifySender Email
VerifySender Email Action
VerifySender EmailSpamTag
VerifySender EmailDomainOnly
MaxEmailPerMinute
MaxEmailSize

FileListType

FailM odeBehavior

File

VerifyContentMimetype

Antivirus

ScanExclude

CompressionRatio

CompressionRatioAction

AllowEncryptedZip

Specifies a symbolic name for the ALG. (Identifier)

Check emails for mismatching SMTP command
From address and email header From address.
(Default: No)

...and block them. (Default: Deny)

Spam Tag that is inserted into the subject. (Default:
Wk k% SPAM ***")

Only check domain names in email From addresses.
(Default: No)

Specifies the maximum amount of emails per minute
from the same host. (Optional)

Specifies the maximum allowed email size in kB.
(Optional)

Specifies if the file list contains files to alow or
deny. (Default: Block)

Standard behaviour on error: Allow or Deny.
(Default: Deny)

List of file typesto allow or deny. (Optional)

Verify that file extentions correspond to the MIME
type. (Default: No)

Disabled, Audit or Protect. (Default: Disabled)

List of files to exclude from antivirus scanning.
(Optional)

A compression ratio higher than this value will trig-
ger the action in Compression Ratio Action, a value
of zero will disable all compression checks.
(Default: 20)

The action to take when high compression threshold
isviolated, al actions are logged. (Default: Drop)

Allow encrypted zip files, even though the contents
can not be scanned. (Default: No)
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3.4.7.1.

Chapter 3. Configuration Reference

ZDEnabled

ZDNetwork

DNSBL

SpamT hreshold

DropThreshold

SpamTag

Forwar dBlockedM ail

DropAddress

AppendTXT

CacheSize

CacheTimeout

DNSBlackLists

Comments

ALG_SMTP_Email

Description

Enable ZoneDefense Block. (Default: No)

Hosts within this network will be blocked at
switches if avirusisfound.

Disable or Enable DNSBL. (Default: No)

Spam Threshold defines when an email should be
considered as Spam. (Default: 10)

Drop Threshold defines when an email should be
considered malicious and be dropped. (Default: 20)

Spam Tag that is inserted into the subject for an
email considered as Spam or malicious. (Default:
Wk k% SPAM ***")

Forward blocked mails to DropAddress. (Default:
No)

Email address that emails reaching the drop
threshold will be rerouted to.

Use TXT records (will only be used if reaching the
drop threshold). (Default: No)

Size of the IP Cache of checked sender 1P addresses.
(Default: 0)

Timeout in seconds before a cached IP address is re-
moved. (Default: 600)

Specifies the BlackList domain and its weighted
value.

Text describing the current object. (Optional)

Used to whitelist or blacklist an email sender/recipient.

Properties

Type
Action

Email

Comments

Specifies if the email address is the sender or the re-
cipient. (Default: Sender)

Specifies whether to whitelist (allow) or blacklist
(deny) this address. (Default: Blacklist)

Specifies the recipient email to blacklist or whitelist.

Text describing the current object. (Optional)

90



3.4.8. ALG_TFTP

Chapter 3. Configuration Reference

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.4.8. ALG_TFTP

Description

Usean TFTP Application Layer Gateway to manage TFTP traffic through the system.

Properties

Name
AllowedCommands

RemoveOptions
AllowUnknownOptions

M axBlocksize
MaxFileTransfer Size

BlockDirectoryTraver sal

Comments

3.4.9. ALG_TLS

Description

TLSAIg

Properties

Name
HostCert
RootCert

Comments

Specifies a symbolic name for the ALG. (Identifier)
Specifies allowed commands. (Default: ReadWrite)

Remove option part from request packet. (Default:
No)

Allow unknown options in request packet. (Default:
No)

Max value for the blksize option. (Optional)
Max size for transferred file. (Optional)

Prevent directory traversal (consecutive dots in file-
names). (Default: No)

Text describing the current object. (Optional)

Specifies asymbolic name for the ALG. (Identifier)
Specifies the host certificate.
Specifies the root certificate. (Optional)

Text describing the current object. (Optional)
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3.5. ARPND

Description

Use an ARP/Neighbor Discovery entry to publish additional |P addresses and/or MAC addresses on
a specified interface.

Properties

Mode Static, Publish or XPublish. (Default: Publish)

Interface Indicates the interface to which the ARP entry ap-
plies, e.g. the interface the address shall be published
on.

IP The IP address to be published or statically bound to
ahardware address.

MACAddress The hardware address associated with the | P address.
(Default: 00-00-00-00-00-00)

Comments Text describing the current object. (Optional)

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.6. BlacklistWhiteHost

Description

Hosts and networks added to this whitelist can never be blacklisted by IDP or Threshold Rules.

Properties
Addresses Specifies the addresses that will be whitelisted.
Service Specifies the service that will be whitelisted.
Schedule The schedule when the whitelist should be active.
(Optional)
Comments Text describing the current object. (Optional)
Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

93



3.7. Certificate

Chapter 3. Configuration Reference

3.7. Certificate

Description

An X. 509 certificate is used to authenticate a VPN client or gateway when establishing an IPsec

tunnel.

Properties

Name

Type
CertificateData
PrivateK ey

NoCRLs
PKAType

Comments

Specifies a symbolic name for the certificate.
(Identifier)

Local, Remote or Request.
Certificate data.
Private key.

Disable CRLs (Certificate Revocation Lists).
(Default: No)

Encryption algorithm of the public key. (Default:
Unknown)

Text describing the current object. (Optional)
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3.8. Client

Thisis acategory that groups the following object types.

3.8.1. DynDnsClientCjbNet

Description

Configure the parameters used to connect to the Cjb.net DynDNS service.

Properties
Username Username.
Password The password for the specified username. (Optional)
Comments Text describing the current object. (Optional)
Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.8.2. DynDnsClientDLink

Description

Configure the parameters used to connect to the D-Link DynDNS service.

Properties
DNSName The DNS name excluding the .dlinkddns.com suffix.
Username Username.
Password The password for the specified username. (Optional)
Comments Text describing the current object. (Optional)

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.8.3. DynDnsClientDLinkChina

Description

Configure the parameters used to connect to the D-Link DynDNS service (Chinaonly).
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Properties

DNSName
Username
Password

Comments

Note

The DNS name excluding the .dlinkddns.com suffix.
Username.
The password for the specified username. (Optional)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.8.4. DynDnsClientDyndnsOrg

Description

Configure the parameters used to connect to the dyndns.org DynDNS service.

Properties

DNSName
Username
Password

Comments

Note

The DNS name excluding the .dyndns.org suffix.
Username.
The password for the specified username. (Optional)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.8.5. DynDnsClientDynsCx

Description

Configure the parameters used to connect to the dyns.cx DynDNS service.

Properties

DNSName
Username
Password

Comments

The DNS name excluding the .dyns.cx suffix.
Username.
The password for the specified username. (Optional)

Text describing the current object. (Optional)
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3.8.6. DynDnsClientPeanutHull Chapter 3. Configuration Reference

Note
If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.8.6. DynDnsClientPeanutHull

Description

Configure the parameters used to connect to the Peanut Hull DynDNS service.

Properties
DNSNames Specifies the DNS names separated by ";".
Username Username.
Password The password for the specified username. (Optional)
Comments Text describing the current object. (Optional)

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.8.7. LoginClientBigPond

Description

Configure the parameters used to provide automatic logon to BigPond Internet service.

Properties
Username Username.
Password The password for the specified username. (Optional)
Comments Text describing the current object. (Optional)
Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.9. COMPortDevice

Description

A serial communication port, that is used for accessing the CLI.

Properties

Port Port. (Identifier)

BitsPer Second Bits per second. (Default: 9600)

DataBits Data hits. (Default: 8)

Parity Parity. (Default: None)

StopBits Stop bits. (Default: 1)

FlowControl Flow control. (Default: None)

Comments Text describing the current object. (Optional)
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3.10. ConfigModePool

Description

An IKE Config Mode Pool will dynamically assign the IP address, DNS server, WINS server etc. to
the VPN client connecting to this gateway.

Properties

| PPool Type Specifies whether a predefined | P Pool or a static set
of 1P addresses should be used as | P address source.

| PPool Specifies the IP pool to use for assigning IP ad-
dressesto VPN clients.

| PPool Address Specifies the set of IP addresses to use for assigning
IP addressesto VPN clients.

| PPoolNetmask Specifies the netmask to assign to VPN clients.

DNS Specifies the |P address of a DNS server that a VPN
client should be able to connect to. (Optional)

NBNSIP Specifies the IP address of a NBNS/WINS server
that a VPN client should be able to connect to.
(Optional)

DHCP Specifies the |P address of a DHCP that that a VPN
client should be able to connect to. (Optional)

Subnets Specifies additional subnets behind this gateway.
(Optional)

Comments Text describing the current object. (Optional)

Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.11. DateTime

Description

Set the date, time and time zone information for this system.

Properties

TimeZone
DSTEnabled
DST Offset

DST StartMonth

DST StartDay
DSTEndMonth
DSTEndDay
TimeSynchronization
TimeSyncServer Type
TimeSyncServerl
TimeSyncServer2
TimeSyncServer3
TimeSynclnterval
TimeSyncM axAdjust
TimeSyncGrouplntervalSize

Comments

Note

Specifies the time zone. (Default: GMT)
Enable daylight saving time. (Default: Y es)
Daylight saving time offset in minutes. (Default: 60)

What month daylight saving time starts. (Default:
March)

What day of month daylight saving time starts.
(Default: 1)

What month daylight saving time ends. (Default:
October)

What day of month daylight saving time ends.
(Default: 1)

Enable time synchronization. (Default: Disable)
Type of server for time synchronization, UDPTime
or SNTP (Simple Network Time Protocol). (Default:
SNTP)

DNS hostname or IP Address of Timeserver 1.

DNS hosthname or IP Address of Timeserver 2.
(Optional)

DNS hostname or IP Address of Timeserver 3.
(Optional)

Seconds between each resynchronization. (Default:
86400)

Maximum time drift in seconds that a server is al-
lowed to adjust. (Default: 600)

Interval according to which server responses will be
grouped. (Default: 10)

Text describing the current object. (Optional)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.12. Device

Description

Global parameters for this device.

Properties

Name

LocalCfgVersion
ConfigUser
ConfigSession
ConfiglP
ConfigDate
HWM odel

Comments

Note

Name of the device. (Default: Device)

Local version number of the configuration. (Default:
1)

Name of the user who committed the current config-
uration. (Default: BaseConfiguration)

Session type used when the current configuration
was committed. (Default: BaseConfiguration)

IP address of the user who committed the current
configuration. (Optional)

Date when the current configuration was committed.
(Optional)

System hardware model. (Default: SOFTWARE)

Text describing the current object. (Optional)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.13. DHCPRelay

Description

Use a DHCP Relay to dynamically alter the routing table according to relayed DHCP leases.

Properties

Name

Action
Sour cel nterface

TargetDHCPServer
| POfferFilter
AddRoute

AddRoutel ocall P

AddRouteGatewayl P
RoutingTable

M axRelaysPer I nterface

AgentlP

AllowNULL Offers

ProxyARPAllInterfaces

ProxyARPInterfaces

L ogEnabled
LogSeverity

Comments

Specifies a symbolic name for the relay rule.
(Identifier)

Ignore, Relay or BootpFwad. (Default: Ignore)
The source interface of the DHCP packet.

Specifies the IP of the server to send the relayed
DHCP packets to.

Specifies the span of |P addresses that are allowed to
be relayed from the DHCP server. (Default; 1)

Enable dynamic adding of routes as leases are added
and removed. (Default: No)

The IP Address specified here will automatically be
published on the interfaces where a route is added.
(Optional)

The IP used as gateway to reach hosts on this route.
(Optional)

Specifies the routing table the clients host route
should be added to. (Default: main)

Specifies how many relays are allowed per interface,
that means, how many DHCP clients are allowed to
be relayed through each interface. (Optional)

Define what IP the relay should use as gateway IP
when passing the requests to the DHCP server.
(Default: Recv)

Accept server responses offering IP  address
"0.0.0.0" (no IP address offered). (Default: No)

Always select al interfaces, including new ones, for
publishing routes needed for the relay via Proxy
ARP. (Default: No)

Specifies the interface/interfaces on which the secur-
ity gateway should publish routes needed for the re-
lay viaProxy ARP. (Optional)

Enable logging. (Default: Y es)

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)
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3.14. DHCPServer

Description

A DHCP Server determines a set of |P addresses and host configuration parameters to hand out to
DHCP clients attached to a given interface.

Properties

Index

Name

Interface

Relayer Filter

| PAddressPool

Netmask

DefaultGateway

Domain

LeaseTime
DNS1

DNS2

NBNS1

NBNS2

NextServer

L ogEnabled

Theindex of the object, starting at 1. (Identifier)

Specifies a symbolic name for the DHCP Server
rule. (Identifier)

The source interface to listen for DHCP requests on.
This can be a single interface or a group of inter-
faces.

A range, group or network that will allow specific
DHCP Relayers access to the DHCP Server.
(Default: 0/0)

A range, group or network that the DHCP Server
will use as IP address pool to give out DHCP leases
from.

Netmask sent to the DHCP Client.

Specifies what 1P should be sent to the client for use
as default gateway. If unspecified or if 0.0.0.0is spe-
cified, the IP given to the client will be sent as gate-
way. (Optional)

Domain name used for DNS resolution. (Optional)

The time, in seconds, that a DHCP lease should be
provided to a host after this the client have to renew
the lease. (Default: 86400)

IP of the primary DNS server. (Optional)
IP of the secondary DNS server. (Optional)

IP of the primary Windows Internet Name Service
(WINS) server that is used in Microsoft environ-
ments which uses the NetBIOS Name Servers
(NBNS) to assign IP addresses to NetBIOS names.
(Optional)

IP of the primary Windows Internet Name Service
(WINS) server that is used in Microsoft environ-
ments which uses the NetBIOS Name Servers
(NBNS) to assign IP addresses to NetBIOS names.
(Optional)

IP address of next server in the boot process.
(Optional)

Enable logging. (Default: Yes)
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L ogSeverity

Comments

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)

3.14.1. DHCPServerPoolStaticHost

Description

Static DHCP Server host entry

Properties

Host

StaticHost Type

MACAddress

ClientldentT
Clientldent

Comments

ype

Note

IP Address of the host.

Identifier for host. (Default: MACAddress)

The hardware address of the host.

Type of client identifier specified. (Default: Ascii)
The client identifier for the host.

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.14.2. DHCPServerCustomOption

Descriptio

n

Extend the DHCP Server functionality by adding custom options that will be handed out to the DH-

CPclients.

Properties

Code

Type
Param

Comments

The DHCP option code. (Identifier)

What type the optionis, i.e. STRING, P4 and so on.
(Default: UINT8)

The parameter sent with the code, this can be one
parameter or acomma separated list. (Optional)

Text describing the current object. (Optional)
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3.15. DNS

Description

Configure the DNS (Domain Name System) client settings.

Properties

DNSServerl
DNSServer2
DNSServer3

Comments

IP of the primary DNS Server. (Optional)
IP of the secondary DNS Server. (Optional)
IP of the tertiary DNS Server. (Optional)

Text describing the current object. (Optional)

This object type does not have an identifier and is identified by the name of the type

only. There can only be one instance of this type.
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3.16. Driver

Thisis acategory that groups the following object types.

3.16.1. E1000EthernetPCIDriver

Description

Intel (E1000) Gigabit Ethernet Adaptor.

Properties
RxRingsize Rx ringsize. (Default: 64)
TxRingsize Rx ringsize. (Default: 256)
EnableM onitoring Enable monitoring. (Default: No)
BelowCPUL oad Below CPU load. (Default: 80)
Belowl nterfacel oad Below interface load. (Default: 70)
MinlInterval Minimum interval. (Default: 30)
RXxError Per centage Rx error percentage. (Default: 20)
TxErrorPercentage Tx error percentage. (Default: 7)
ErrorTime Error time. (Default: 10)
Comments Text describing the current object. (Optional)
Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.2. ixgbeEthernetPClIDriver

Description

Intel (IXGBE) 10 Gigabit Ethernet Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.16.3. IXPANPEEthernetDriver

Description

Intel (IXP4xxNPE) Fast Ethernet Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.4. MarvellEthernetPCIDriver

Description

Marvell (88E8001,88E8053,88E8062) Fast and Gigabit Ethernet Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.5. NullEthernetDriver

Description

Null, non-existing Ethernet Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.6. PacketEthernetDriver
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Description

WIN32 packet.dll Adaptor

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.7. R8139EthernetPClIDriver

Description

Real Tek (8139) Fast Ethernet Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.8. R8169EthernetPCIDriver

Description

Real Tek (8169,8110) Gigabit Ethernet Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.16.9. SwitchEthernetDriver
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Description

WIN32 switch.dll Adaptor.

Properties

Comments Text describing the current object. (Optional)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.17. EthernetDevice

Description

Hardware settings for an Ethernet interface.

Properties

Name
EthernetDriver
PCIBus
PClSlot
PClPort
Media

Duplex

MACAddress

Comments

Specifies a symbolic name for the device.
(Identifier)

The Ethernet PCI driver that should be used by the
interface.

PCI bus number where the Ethernet adapter is in-
stalled.

PCI slot number used by the Ethernet adapter.

Some Ethernet adapters have multiple ports that
share the same bus and slot number. This parameter
specifies what port to be used.

Specifies if the link speed should be auto-negotiated
or locked to a static speed. (Default: Auto)

Specifies if the duplex should be auto-negotiated or
locked to full or half duplex. (Default: Auto)

The hardware address for the interface. (Optional)

Text describing the current object. (Optional)
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3.18. HighAvailability

Description

Configure the High Availability cluster parameters for this system.

Properties

Enabled

ClusterID

Synclface

Nodel D

HASyncBufSize

HASyncM axPktBur st
HAlnitialSilence
UseUniqueSharedM ac
HADeactivateBefor eReconf
ReconfFailover Time

HAFailover Time

Note

Enable high availahility. (Default: No)

A (locdly) unique cluster ID to use in identifying
this group of HA security gateways. (Default: 0)

Specifies the interface used for state synchroniza-
tion.

Master or Slave. (Default: Master)

How much sync data, in KB, to buffer while waiting
for acknowledgments from the cluster peer. (Defaullt:
1024)

The maximum number of state sync packets to send
in aburst. (Default: 20)

The number of seconds to stay silent on startup or
after reconfiguration. (Default: 5)

Use a unique shared mac address for each interface.
(Default: Yes)

Deactivate(hand over) before Reconfiguration if
Active. (Default: Yes)

Number of non-responsive seconds before failover at
HA reconf (O=immediate failover). (Default: 0)

Number of milliseconds before failover when active
HA node becomes non-responsive. (Default: 750)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.19. HTTPALGBanners

Description

HTTP banner files specifies the look and feel of HTTP ALG restriction web pages.

Properties

Name Specifies a symbolic name for the HTTP Banner
Files. (Identifier)

CompressionForbidden HTML for the CompressionForbidden.html web
page.

ContentForbidden HTML for the ContentForbidden.html web page.

URL Forbidden HTML for the URL Forbidden.html web page.

RestrictedSiteNotice HTML for the RestrictedSiteNotice.html web page.

ReclassifyURL HTML for the ReclassifyURL .html web page.

Comments Text describing the current object. (Optional)
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3.20. HTTPAuthBanners

Description

HTTP banner files specifies the look and feel of HTML authentication web pages.

Properties

Name

FormLogin

L oginSuccess
LoginFailure
LoginAlreadyDone
LoginChallenge

L oginChallengeTimeout

L ogoutSuccess

L ogoutSuccessBasicAuth

L ogoutFailure
FileNotFound

Comments

Specifies a symbolic name for the HTTP Banner
Files. (Identifier)

HTML for the FormLogin.html web page.

HTML for the LoginSuccess.html web page.
HTML for the LoginFailure.html web page.

HTML for the LoginAlreadyDone.html web page.
HTML for the LoginChallenge.html web page.

HTML for the LoginChallenge.html Timeout' web
page.

HTML for the LogoutSuccess.html web page.

HTML for the LogoutSuccessBasicAuth.html web
page.

HTML for the LogoutFailure.html web page.
HTML for the FileNotFound.html web page.

Text describing the current object. (Optional)
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3.21. HTTPPoster

Description

Use the HTTP poster for dynamic DNS or automatic logon to services using web-based authentica-

tion.

Properties

URL The URL that will be posted when the security gate-
way isloaded.

RepostDelay Delay in seconds until the URL is refetched.
(Default: 1200)

AlwaysRepost Respost on each reconfiguration. (Default: No)

PostValues HTTP POST the values. (Default: No)

Comments Text describing the current object. (Optional)

Note
If no I ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.22. HWM

Description

Hardware Monitoring allows monitoring of hardware sensors.

Properties

Name Specifies a symbolic name for the object.

Type Type of monitoring.

Sensor Sensor index.

MinLimit Lower limit. (Optional)

MaxLimit Upper limit. (Optional)

EnableMonitoring Enable/disable monitoring. (Default: No)

Comments Text describing the current object. (Optional)
Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.23. IDList

Description

An D list contains IDs, which are used within the authentication process when establishing an IPsec
tunnel.

Properties

Name Specifies asymbolic name for the ID list. (Identifier)

Comments Text describing the current object. (Optional)

3.23.1. ID

Description

An ID is used to define parameters that are matched against the subject field in an X.509 certificate
when establishing an | Psec tunnel.

Properties

Name Specifies a symbolic name for the object. (Identifier)

Type IP, DNS, E-Mail or Distinguished name.

IP IP address.

Hostname Host name.

CommonName Common name of the owner of the certificate.
(Optional)

OrganizationName Organization name of the owner of the certificate.
(Optional)

OrganizationalUnit Organizationa unit of the owner of the certificate.
(Optional)

Country Specifies the country. (Optional)

L ocalityName Locality. (Optional)

EMailAddress E-mail address. (Optional)

DNTuples Enter the most common DN types above, or as a
comma seperated list of types below. E.g.
'SN=12345, S=Smith' for serial number and sure-
name. (Optional)

Comments Text describing the current object. (Optional)
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3.24. IDPRule

Description

An IDP Rule defines a filter for matching specific network traffic. When the filter criterion is met,
the IDP Rule Actions are evaluated and possible actions taken.

Properties

Index
Name

Sour cel nterface
Sour ceNetwor k
Destinationl nterface
DestinationNetwor k
Service

Schedule

InsertionEvasion
URIIllegalUTF8

URIIllegalHex

URIDoubleEncode

Comments

Note

Theindex of the object, starting at 1. (Identifier)
Specifies a symbolic name for the rule. (Optional)

Specifies the name of the receiving interface to be
compared to the received packet.

Specifies the sender span of |P addresses to be com-
pared to the received packet.

Specifies the the destination interface to be com-
pared to the received packet.

Specifies the span of |P addresses to be compared to
the destination IP of the received packet.

Specifies a service that will be used as a filter para-
meter when matching traffic with thisrule.

By adding a schedule to arule, the security gateway
will only alow that rule to trigger at those desig-
nated times. (Optional)

Protect against insertion/evastion attacks. (Default:
Yes)

Specifies what action to take if invalid UTF-8 char-
actersare seeninaHTTP URI. (Default: Log)

Specifies what action to take when invalid hexen-
coding (%xx) is seen in a HTTP URI. (Default:
DropLog)

Specifies what action to take when seeing double en-
coded charactersin aHTTP URI. (Default: Ignore)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.24.1. IDPRuleAction

Description
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An IDP Rule Action specifies what signatures to search for in the network traffic, and what action to

take if those signatures are found.

Properties

Action
Signatures

BlackList

BlackListTimeT oBlock
BlackL istBlockOnlyService

BlackL istlgnor eEstablished
PipeLimit

PipeNetwor k
PipeNewConnections
PipeTimewWindow

L ogEnabled

L ogSeverity

Comments

Note

Specifies what action to take if the given signature is
found. (Default: Audit)

Specifies what signature(s) to search for in the net-
work traffic. (Optional)

Activate BlackList. (Default: No)

The number of seconds that the dynamic black list
should remain. (Optional)

Only block the service that triggered the blacklisting.
(Default: No)

Do not drop existing connection. (Default: No)

Specifies the bandwidth limit in kbps for hosts
triggered by this action.

Traffic shaping will only apply to hosts that are
within this network. (Default: 0/0)

Enable piping of new connections from and to the
same host. (Default: No)

Throttling of new connections to and from the trig-
gering host will stop after the configured amount of
time. (Default: 10)

Enable logging. (Default: Yes)

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.25. IGMPRule

Description

An IGMP rule specifies how to handle inbound |GMP reports and outbound IGMP queries.

Properties

Index

Name

Type

Action

Sour cel nterface
Sour ceNetwor k
Destinationl nterface
MulticastGroup
MulticastSour ce
Relaylnterface
TranslateM Group
GrpAllToOne

NewGrpl P

TranslateM Sour ce
SrcAllToOne

NewSrcl P

Filter

L ogEnabled

L ogSeverity

Comments

Theindex of the object, starting at 1. (Identifier)
Specifies a symbolic name for the rule. (Optional)

The type of IGMP messages the rule applies to.
(Default: Report)

Drop, Snoop, Proxy or PIM. (Default; Drop)

Specifies the name of the receiving interface to be
compared to the received packet.

Specifies the sender span of |P addresses to be com-
pared to the received packet.

Specifies the the destination interface to be com-
pared to the received packet. (Default: core)

Specifies the multicast group to be compared to the
received packet.

Specifies the multicast source to be compared to the
received packet.

Specifies the interface viawhich to relay IGMP mes-
sages.

Trandate the multicast group for packets matching
thisrule. (Default: No)

Rewrite al multicast groups to a single IP. (Default:
No)

Tranglate the multicast group to this address.

Trandate the multicast source for packets matching
thisrule. (Default: No)

Rewrite all multicast sourcesto asingle IP. (Default:
No)

Translate the multicast source to this address.

Pass IGMP data not matching this rule to the next
rule. (Default: Y es)

Enable logging. (Default: Yes)

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)
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Note
If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.26. IGMPSetting

Description

IGMP parameters can be tuned for one, or a group of interfaces in order to match the characteristics

of anetwork.

Properties

Name
Interface

RobustnessVariable

M axReguestsPer Second
RouterVersion

L owestCompatibleVersion
Querylnterval
QueryResponsel nterval

LastMember Querylnterval

L astM ember QueryCount

StartupQuerylnterval
StartupQueryCount
UnsolicatedReportinterval
ReactToOwnQueries

Comments

Specifies a symbolic name for the object. (Identifier)
The interfaces that these settings should apply to.

IGMP is robust to (Robustness Variable - 1) packet
losses. (Default: 2)

Maximum number of |GMP requests to process each
second and interface. (Default: 100)

Multiple IGMP querying routers on a network must
use the same IGMP version. (Default: IGMPv3)

The lowest IGMP version to alow on incoming re-
quests. (Default: IGMPv1)

The interval between general queries sent by the se-
curity gateway. (Default: 125000)

The maximum time until a host (client) has to send
an answer to aquery. (Default: 10000)

The maximum time until a host (client) has to send
an answer to a group and group-and-source specific
query. (Default: 10000)

The number of group and group-and-source specific
queries sent until the security gateway decides there
are no more subscribers to a specific multicast
group. (Default: 2)

The general query interval to use during the startup
phase. (Default: 30000)

The number of startup queries to send during the
startup phase. (Default: 2)

The time between repetitions of a host's initial mem-
bership reports to a group. (Default: 1000)

Should the system respond to Member Report Quer-
ies orginating from itself. (Default: No)

Text describing the current object. (Optional)
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3.27. IKEAIlgorithms

Description

Configure algorithms which are used in the IKE phase of an IPsec session.

Properties

Name
NULLEnabled
DESEnabled
DES3Enabled
AESEnabled
BlowfishEnabled
TwofishEnabled
CAST128Enabled

BlowfishMinK eySize
BlowfishK eySize
BlowfishM axK eySize
TwofishMinKeySize
TwofishKeySize
TwofishMaxK eySize
AESMinKeySize
AESKeySize
AESMaxKeySize

M D5Enabled
SHA1Enabled
XCBCEnabled

Comments

Specifies a symbolic name for the object. (Identifier)
Enable plaintext. (Default: No)

Enable DES encryption algorithm. (Default: No)
Enable 3DES encryption algorithm. (Default: No)
Enable AES encryption algorithm. (Default: No)
Enable Blowfish encryption algorithm. (Default: No)
Enable Twofish encryption algorithm. (Default: No)

Enable CAST128 encryption agorithm. (Default:
No)

Specifies the minimum Blowfish key size in bits.
(Default: 128)

Specifies the Blowfish preferred key size in bits.
(Default: 128)

Specifies the maximum Blowfish key size in bits.
(Default: 448)

Specifies the minimum Twofish key size in bits.
(Default: 128)

Specifies the Twofish preferred key size in bits.
(Default: 128)

Specifies the maximum Twofish key size in bits.
(Default: 256)

Specifies the minimum AES key size in bits.
(Default: 128)

Specifies the preferred AES key size in bits.
(Default: 128)

Specifies the maximum AES key size in bhits.
(Default: 256)

Enable MD5 integrity algorithm. (Default: No)
Enable SHA1 integrity algorithm. (Default: No)

Enable XCBC-AES integrity agorithm. (Default:
No)

Text describing the current object. (Optional)
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3.28. Interface

Thisis acategory that groups the following object types.

3.28.1. Defaultinterface

Description

A specia interface used to represent internal mechanisms in the system as well as an abstract "any"

interface.

Properties

Name

Comments

3.28.2. Ethernet

Description

Specifies a symbolic name for the interface.
(Identifier)

Text describing the current object. (Optional)

An Ethernet interface represents alogical endpoint for Ethernet traffic.

Properties

Name

P
Networ k
DefaultGateway

Broadcast

Enablel Pv6

I Pv6l P

| Pv6Networ k

| PveDefaultGateway

Privatel P

NOCHB

MTU

Specifies a symbolic name for the interface.
(Identifier)

The |P address of the interface.
The network of the interface.
The default gateway of the interface. (Optional)

The broadcast address of the connected network.
(Optional)

TODO. (Default: No)

The IP address of theinterface.

The network of the interface.

The default gateway of the interface. (Optional)

The private |P address of this high availability node.
(Optional)

This will disable sending Cluster Heartbeats from
this interface (used by HA to detect if a node is on-
line and working). (Optional)

Specifies the size (in bytes) of the largest packet that
can be passed onward. Must be 1294 or larger when
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Metric

DHCPEnabled

DHCPHostName

EthernetDevice

AutoSwitchRoute

Autol nterfaceNetwor kRoute

AutoDefaultGatewayRoute

DHCPDNS1
DHCPDNS2

ReceiveM ulticast Traffic

VLanQoSlInherit

EnableRouter Advertisement

Comments

3.28.3. GRETunnel

Description

IPv6 is enabled. (Default; 1500)

Specifies the metric for the auto-created route.
(Default: 100)

Enable DHCP client on thisinterface. (Default; No)

Optional DHCP Host Name. Leave blank to use de-
fault name. (Optional)

Hardware settings for the Ethernet interface.

Enable transparent mode, which means that a switch
route is added automatically for this interface.
(Default: No)

Automatically add a route for this interface using the
given network. (Default: Y es)

Automatically add a default route for this interface
using the given default gateway. (Default: Y es)

IP of the primary DNS server. (Optional)
IP of the secondary DNS server. (Optional)

Sets the multicast receive mode of the interface.
(Default: Auto)

Set whether VLANS using the interface should in-
herit the IP QoS bits. (Default: No)

Enable Router Advertisement for this interface.
(Default: No)

Text describing the current object. (Optional)

A GRE interface is a Generic Routing Encapsulation (no encryption, no authentication, only encap-
sulation) tunnel over an existing IP network.

Properties

Name

P
Networ k
RemoteEndpoint

EncapsulationChecksum

Originator| PType

Specifies a symbolic name for the interface.
(Identifier)

Specifiesthe |P address of the GRE interface.
Specifies the network address of the GRE interface.
Specifiesthe |P address of the remote endpoint.

Add an extra level of checksum above the one
provided by the IPv4 layer. (Default: No)

Specifies what |P address to use as source IP in e.g.
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NAT. (Default: Locallnterface)

Originator| P Manually specified originator IP address to use as
source IPineg. NAT.

Metric Specifies the metric for the auto-created route.
(Default: 90)

Autol nterfaceNetwor kRoute Automatically add a route for this interface using the
given remote network. (Default: Y es)

UseSessionK ey Specify whether or not to use a session key.
(Default: No)

SessionK ey Session key. (Default: 0)

Comments Text describing the current object. (Optional)

3.28.4. InterfaceGroup

Description

Use an interface group to combine several interfaces for a simplified security policy.

Properties

Name Specifies a symbolic name for the interface.
(Identifier)

Equivalent Specifies if the interfaces should be considered se-
curity equivalent, that means that if enabled the in-
terface group can be used as a destination interface
in rules where connections might need to be moved
between the two interfaces. (Default: No)

Members Specifies the interfaces that are included in the inter-
face group.

Comments Text describing the current object. (Optional)

3.28.5. IPsecTunnel

Description

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the
system.

Properties

Index Theindex of the object, starting at 1. (Identifier)
Name Specifies a symbolic name for the interface.

(Identifier)

125



3.28.5. IPsecTunnel

Chapter 3. Configuration Reference

L ocalNetwork

RemoteNetwor k

RemoteEndpoint

IKEAlgorithms

| PsecAlgorithms

IKELifeTimeSeconds

| PsecL ifeTimeSeconds

I PsecLifeTimeKilobytes

EncapsulationM ode

AuthM ethod
PSK

LocallDType
LocallDValue

GatewayCertificate

RootCertificates

IDList

DHCPOver| Psec

AddRouteToRemoteNet

PlaintextM TU

Originator| PType

The network on "this side" of the IPsec tunnel. The
IPsec tunnel will be established between this net-
work and the remote network.

The network connected to the remote gateway. The
IPsec tunnel will be established between the local
network and this network.

Specifies the | P address of the remote endpoint. This
is the address the security gateway will establish the
IPsec tunnel to. It aso dictates from where inbound
IPsec tunnels are allowed. (Optional)

Specifiesthe IKE Proposal list used with the tunnel.

Specifies the IPsec Proposal list used with the tun-
nel.

The lifetime of the IKE connection in seconds.
Whenever it expires, anew phase-1 exchange will be
performed. (Default: 28800)

The lifetime of the IPsec connection in seconds.
Whenever it's exceeded, a re-key will be initiated,
providing new IPsec encryption and authentication
session keys. (Default: 3600)

The lifetime of the IPsec connection in kilobytes.
(Default: 0)

Specifies if the IPsec tunnel should use Tunnel or
Transport mode. (Default: Tunnel)

Certificate or Pre-shared key.

Selects the Pre-shared key to use with this IPsec
Tunnel.

Selects the type of Local ID to use. (Default: Auto)
Specify the local identity of the tunnel 1D.

Selects the certificate the security gateway uses to
authenticate itself to the other IPsec peer.

Selects one or more root certificates to use with this
IPsec Tunnel.

Selects the identification list to use with this IPsec
Tunnel. An identification list is alist of the identities
that are dlowed to establish a IPsec tunnel.
(Optional)

Allow DHCP over IPsec from single-host clients.
(Default: No)

Dynamically add route to the remote networks when
atunnel is established. (Default: No)

Specifies the size in bytes at which to fragment
plaintext packets (rather than fragmenting |IPsec).
(Default: 1420)

Specifies what |P address to use as source IP in e.g.
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Originator| P

OriginatorHAIP

DHGroup

PFS

PFSDHGroup

SetupSAPer

KeepAlive

K eepAliveSour cel P

KeepAliveDestinationl P

Metric

Autol nterfaceNetwor kRoute

Comments

3.28.6. L2TPClient

Description

NAT. (Default: Locallnterface)

Manually specified originator IP address to use as
source IPineg. NAT.

Manually specified private originator |P address for
usein HA. (Optional)

Specifies the Diffie-Hellman group to use when do-
ing key exchangesin IKE. (Default: 2)

Specifies whether PFS should be used or not.
(Default: None)

Specifies which Diffie-Hellman group to use with
PFS. (Default: 2)

Setup security association per network, host or port.
(Default: Net)

Disabled, Auto or Manual. (Default: Disabled)

Source IP address used when sending keep-alive
ICMP pings.

Destination I P address used when sending keep-alive
ICMP pings.

Specifies the metric for the auto-created route.
(Default: 90)

Automatically add a route for this interface using the
given remote network. (Default: Y es)

Text describing the current object. (Optional)

A PPTP/L2TP client interface is a PPP (Point-to-Point Protocol) tunnel over an existing I P network.
Its 1P address and DNS servers are dynamically assigned.

Properties

Name

Networ k

RemoteEndpoint

Specifies a symbolic name for the interface.
(Identifier)

The host name to store the assigned IP addressiin, if
this network object exists and have a value other
then 0.0.0.0 the PPTP/L2TP client will try to get that
one from the PPTP/L2TP server as preferred IP.
(Optional)

The network from which traffic should be routed in-
to the tunndl.

The |P address of the L2TP/PPTP server.
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TunnelProtocol

Originator| PType

Originator| P

DNS1
DNS2

Username

Password

PPPAuthNoAuth

PPPAuUthPAP

PPPAuthCHAP

PPPAuthM SCHAP

PPPAuthM SCHAPv2

MPPENone

MPPERC440

MPPERC456

MPPERC4128

DialOnDemand

ActivitySensing

IdleTimeout

Metric

MTU

Specifies if PPTP or L2TP should be used for this
tunnel. (Default: PPTP)

Specifies what |P address to use as source IP in e.g.
NAT. (Default: Locallnterface)

Manually specified originator IP address to use as
source IPineg. NAT.

IP of the primary DNS server. (Optional)
IP of the secondary DNS server. (Optional)

Specifies the username to use for this PPTP/L2TP
interface.

The password to use for this PPTP/L2TP interface.

Allow no authentication for this tunnel. (Default:
No)

Use PAP authentication protocol for this tunnel.
User name and password are sent in plaintext.
(Default: Yes)

Use CHAP authentication protocol for this tunnel.
(Default: Yes)

Use MS-CHAP authentication protocol for this tun-
nel. (Default: Y es)

Use MS-CHAP v2 authentication protocol for this
tunnel. (Default: Yes)

Allow authentication without Microsoft Point-
to-Point Encryption (MPPE). (Default: Y es)

Use an RC4 40 bit MPPE session key with MS-
CHAP or MS-CHAP v2 authentication protocol.
(Default: Yes)

Use an RC4 56 bit MPPE session key with MS-
CHAP or MS-CHAP v2 authentication protocol.
(Default: Yes)

Use an RC4 128 bit MPPE session key with MS-
CHAP or MS-CHAP v2 authentication protocol.
(Default: Yes)

Enable Dial-on-demand which means that the
L2TP/PPTP tunnel will not be setup until traffic is
sent on the interface. (Default: No)

Specifies if the dial-on-demand should trigger on in-
bound or outbound traffic or both. (Default: BiDirec-
tional)

Idle timeout in seconds for dial-on-demand.
(Default: 3600)

Specifies the metric for the auto-created route.
(Default: 90)

Specifies the size (in bytes) of the largest packet that
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Autol nterfaceNetwor kRoute

M PPEAIllowStateful

Comments

3.28.7. L2TPServer

Description

can be passed onward. (Default: 1456)

Automatically add a route for this interface using the
given remote network. (Default: Y es)

Allow usage of Stateful MPPE (less secure, use only
for compatibility). (Default: No)

Text describing the current object. (Optional)

A PPTP/L2TP server interface terminates PPP (Point to Point Protocol) tunnels set up over existing

IP networks.
Properties
Name

P

TunnelProtocol
Interface

Server|P

UseUser Auth
MPPENone

MPPERC440

MPPERC456

MPPERCA4128

| PPool

DNS1

DNS2

Specifies a symbolic name for the interface.
(Identifier)

The IP address of the PPTP/L2TP server interface.

Specifies if PPTP or L2TP should be used for this
tunnel. (Default: PPTP)

The interface that the PPTP/L2TP Server should be
listening on.

Specifies the IP that the PPTP/L2TP server should
listen on, this can be an IP of ainterface, or for ex-
ample an ARP published IP.

Enable the use of user authentication rules on this
server. (Default: Yes)

Allow no authentication for this tunnel. (Default:
Yes)

Use an RC4 40 bit MPPE session key with MS-
CHAP or MS-CHAP v2 authentication protocol.
(Default: Yes)

Use an RC4 56 bit MPPE session key with MS-
CHAP or MS-CHAP v2 authentication protocol.
(Default: Yes)

Use an RC4 128 bit MPPE session key with MS-
CHAP or MS-CHAP v2 authentication protocol.
(Default: Yes)

A range, group or network that the PPTP/L2TP serv-
er will use as IP address pool to give out IP ad-
dresses to the clients from.

IP of the primary DNS server. (Optional)

IP of the secondary DNS server. (Optional)
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NBNS1

NBNS2

AllowedRoutes

M PPEAIllowStateful

ProxyARPAllInterfaces

ProxyARPInterfaces

Comments

3.28.8. PPPoETunnel

Description

IP of the primary Windows Internet Name Service
(WINS) server that is used in Microsoft environ-
ments which uses the NetBIOS Name Servers
(NBNS) to assign IP addresses to NetBIOS names.
(Optional)

IP of the primary Windows Internet Name Service
(WINS) server that is used in Microsoft environ-
ments which uses the NetBIOS Name Servers
(NBNS) to assign IP addresses to NetBIOS names.
(Optional)

Restricts networks for which routes may automatic-
aly be added. (Default: all-nets)

Allow usage of Stateful MPPE (less secure, use only
for compatibility). (Default: No)

Always select al interfaces, including new ones, for
publishing routes via Proxy ARP. (Default: No)

Specifies the interfaces on which the security gate-
way should publish routes via Proxy ARP.
(Optional)

Text describing the current object. (Optional)

A PPPoE interface is a PPP (point-to-point protocol) tunnel over an existing physical Ethernet inter-
face. ItsIP address is dynamically assigned.

Properties

Name
Ether netinterface

P

Networ k

DNS1
DNS2
Username
Password

ServiceName

Specifies a symbolic name for the interface.
(Identifier)

The physical Ethernet interface that connects to the
PPPOE server network.

The host name to store the assigned IP addressiin.

The network from which traffic should be routed in-
to the tunnel.

IP of the primary DNS server. (Optional)

IP of the secondary DNS server. (Optional)
Specifies the username to use for this PPPOE tunnel.
The password to use for this PPPoE tunnel.

Specifies the PPPOE server service name used to dis-

tinguish between two or more PPPoE servers at-
tached to the same network. (Optional)
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PPPAuthNoAuth Allow no authentication for this tunnel. (Default:
No)

PPPAuUthPAP Use PAP authentication protocol for this tunnel.
User name and password are sent in plaintext.
(Default: Yes)

PPPAUthCHAP Use CHAP authentication protocol for this tunnel.
(Default: Yes)

PPPAUthM SCHAP Use MS-CHAP authentication protocol for this tun-

nel. (Default: Yes)

PPPAuUthM SCHAPv2 Use MS-CHAP v2 authentication protocol for this
tunnel. (Default: Yes)

DialOnDemand Enable Dial-on-demand which means that the
PPPoE tunnel will not be setup until traffic is sent on
the interface. (Default: No)

ActivitySensing Specifies if the dial-on-demand should trigger on in-
bound or outbound traffic or both. (Default: BiDirec-
tional)

IdleTimeout Idle timeout in seconds for dia-on-demand.

(Default: 3600)

Metric Specifies the metric for the auto-created route.
(Default: 90)

Autol nterfaceNetwor kRoute Automatically add a route for this interface using the
given remote network. (Default: Y es)

Schedule The schedule defines when the PPPoE tunnel should
be active. (Optional)

ForceUnnumber ed Force the PPPOE tunnel to be unnumbered. (Default:
No)

SpecifyManually Make it possible to manually specify 1P Address ob-

ject. (Default: No)

MTU Specifies the size (in bytes) of the largest packet that
can be passed onward. (Default: 1492)

Comments Text describing the current object. (Optional)

3.28.9. SSLVPNInterface

Description

An SSL VPN interface, together with the bundled client, creates an easy to use tunnel solution for
roaming users.

Properties

Name Specifies a symbolic name for the interface.
(Identifier)
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OuterlInterface

Server Port

Server|P
Server FQDN

| PAddressPool

InnerlP

PrimaryDNS

SecondaryDNS

ProxyARPAIlInterfaces

ProxyARPInterfaces

Comments

3.28.10. VLAN

Description

The physical interface that the SSL VPN interface
will listen on.

The listening port for the SSL VPN interface.
(Default: 443)

Listening IP for the SSL VPN interface.

Optional. FQDN of the SSL VPN server given to cli-
ents, eg: (sslvpn.example.com). (Optional)

A range, group or network that will be the IP pool
from which the SSL VPN clients will receive their
IP addresses.

Loca IPfor the SSL VPN interface.

IP of the primary DNS Server. (Optional)

IP of the seconday DNS Server. (Optional)

Always select al interfaces, including new ones, for
publishing routes via Proxy ARP. (Default; No)

Specifies the interfaces on which the security gate-
way should publish routes via Proxy ARP.
(Optional)

Text describing the current object. (Optional)

UseaVLAN to define avirtua interface compatible with the IEEE 802.1Q Virtual LAN standard.

Properties

Name
Ethernet

VLANID

IP
Network
DefaultGateway

Broadcast

Specifies a symbolic name for the interface.
(Identifier)

Specifies on which Ethernet interface the virtual
LAN is defined.

Specifies the virtual LAN ID used for this virtua
LAN interface. Two virtual LANs cannot have the
same VLAN ID if they are defined on the same Eth-
ernet interface. (Default: 0)

Specifiesthe |P address of the virtual LAN interface,
if other than the | P of the Ethernet interface.

Specifies the network address of the virtual LAN in-
terface.

The default gateway of the virtual LAN interface.
(Optional)

Specifies the broadcast address of the virtual LAN
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Enablel Pv6
I Pv6I P
| Pv6Networ k

| PvéDefaultGateway

Privatel P

Metric

AutoSwitchRoute

Autol nterfaceNetwor kRoute

AutoDefaultGatewayRoute

PrioCopyPolicy

EnableRouter Advertisement

Comments

interface. (Optional)

TODO. (Default: No)

Specifies the | P address of the virtual LAN interface.
Specifies the network of the virtual LAN interface.

The default gateway of the virtual LAN interface.
(Optional)

The private |P address of this high availability node.
(Optional)

Specifies the metric for the auto-created route.
(Default: 100)

Enable transparent mode, which means that a switch
route is added automatically for this virtual LAN in-
terface. (Default: No)

Automatically add aroute for this virtual LAN inter-
face using the given network. (Default: Yes)

Automatically add a default route for this virtual
LAN interface using the given default gateway.
(Default: Yes)

Set the QoS to VLAN priority copy policy. (Default:
InheritFromPhys)

Enable Router Advertisement for this interface.
(Default: No)

Text describing the current object. (Optional)
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3.29. IPPool

Description

An IP Pooal is a dynamic object which consists of IP leases that are fetched from a DHCP Server.
The IP Pool is used as an address source by subsystems that may need to distribute addresses, e.g.

by IPsec in Configuration mode.

Properties

Name
DHCPServer Type

Server|P

ServerFilter
Interface

| PFilter

Receivel nterface
PrefetchL eases

MaxFree

MaxClients

MacRangeStart

MacRangeEnd

Sender| P
AscendingFreelist

Comments

Specifies a symbolic name for the IP Pool.
(Identifier)

Should server address be specified or should broad-
cast on ainterface be used. (Default: Interface)

DHCP Server Address.

Specifies which DHCP server that leases should be
accepted from. (Optional)

Specifies the interface which has the DHCP server
that leases are accepted from.

Specifies which |P addresses that are accepted from
the DHCP server. (Optional)

Which interface to use when communicating with
the DHCP server. (Optional)

Specifies the number of leases an IP Pool will keep
prefetched. (Default: 3)

Maximum number of free address that the IP pool
will keep, others will be returned back to DCHP
server. (Optional)

Maximum number clients that the IP pool is allowed
to contain. (Optional)

Specifies the lower boundary of MAC addresses that
DCHP Clients will use in communication with a
server. (Optional)

Specifies the upper boundary of MAC addresses that
DCHP Clients will use in communication with a
server. (Optional)

The local |P that should be used when communica-
tion with the DHCP server. (Optional)

Enabling this will result in the 1Ps being fetched in a
predictable manner from the freelist. (Default: No)

Text describing the current object. (Optional)
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3.30. IPRule

Description

An IP rule specifies what action to perform on network traffic that matches the specified filter criter-

ia

Properties

Index
Name
Action

Sour cel nterface
Destinationl nterface
Sour ceNetwor k
DestinationNetwor k
Service

Schedule

NATAction

NAT Sender Address
NAT Pool

SATTrandate

SATTrandateTol P
SATTransateT oPort

SATAIIToOne
Requirel GMP
MultiplexArgument

MultiplexAllIToOne

Theindex of the object, starting at 1. (Identifier)
Specifies a symbolic name for the rule. (Optional)
Reject, Drop, FwdFast, Allow, NAT or SAT.

Specifies the name of the receiving interface to be
compared to the received packet.

Specifies the the destination interface to be com-
pared to the received packet.

Specifies the sender span of |P addresses to be com-
pared to the received packet.

Specifies the span of |P addresses to be compared to
the destination | P of the received packet.

Specifies a service that will be used as a filter para-
meter when matching traffic with thisrule.

By adding a schedule to arule, the security gateway
will only alow that rule to trigger at those desig-
nated times. (Optional)

Specify sender address or Use interface address.
(Default: Usel nterfaceAddress)

Specifies which sender address will be used.
Specifies which sender address will be used.

Specifies whether to trandate source IP or destina-
tion IP. (Default: Destinationl P)

Trangdate to this | P address.
Trandlate to this port. (Optional)

Rewrite al destination IPs to a single IP. (Default:
No)

Multicast traffic must have been requested using 1G-
MP beforeit is forwarded. (Default: Y es)

Specifies how the traffic should be forwarded and
trandlated.

Rewrite al destination IPs to a single IP. (Default:
No)
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L ogEnabled Enable logging. (Default: Yes)
L ogSeverity Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)
Comments Text describing the current object. (Optional)
Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.31. IPRuleFolder

Description

An IP Rule Folder can be used to group IP Rulesinto logical groups for better overview and simpli-
fied management.

Properties

Index Theindex of the object, starting at 1. (Identifier)

Name Specifies the name of the folder.

Comments Text describing the current object. (Optional)
Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.31.1. IPRule

The definitions here are the same asin Section 3.30, “IPRule” .
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3.32. IPsecAlgorithms

Description

Configure algorithms which are used in the |Psec phase of an IPsec session.

Properties

Name
NULLEnabled
DESEnabled
DES3Enabled
AESEnabled
BlowfishEnabled
TwofishEnabled
CAST128Enabled

SDT2Enabled

BlowfishMinK eySize
BlowfishK eySize
BlowfishM axK eySize
TwofishMinKeySize
TwofishKeySize
TwofishMaxK eySize
AESMinKeySize
AESKeySize
AESMaxKeySize

M D5Enabled
SHA1Enabled
XCBCEnabled

Specifies a symbolic name for the object. (Identifier)
Enable plaintext. (Default: No)

Enable DES encryption algorithm. (Default: No)
Enable 3DES encryption algorithm. (Default: No)
Enable AES encryption algorithm. (Default: No)
Enable Blowfish encryption algorithm. (Default: No)
Enable Twofish encryption algorithm. (Default: No)

Enable CAST128 encryption agorithm. (Default:
No)

Enable SDT2 encryption agorithm. (Default: No)

Specifies the minimum Blowfish key size in bits.
(Default: 128)

Specifies the Blowfish preferred key size in bits.
(Default: 128)

Specifies the maximum Blowfish key size in bits.
(Default: 448)

Specifies the minimum Twofish key size in bits.
(Default: 128)

Specifies the Twofish preferred key size in bits.
(Default: 128)

Specifies the maximum Twofish key size in bits.
(Default: 256)

Specifies the minimum AES key size in bits.
(Default: 128)

Specifies the preferred AES key size in bits.
(Default: 128)

Specifies the maximum AES key size in bits.
(Default: 256)

Enable MD5 integrity algorithm. (Default: No)
Enable SHA1 integrity algorithm. (Default: No)

Enable XCBC-AES integrity agorithm. (Default:
No)
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Comments Text describing the current object. (Optional)
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3.33. LDAPDatabase

Description

External LDAP server used to verify user names and passwords.

Properties

Name Specifies a symbolic name for the server. (Identifier)

IP The IP address of the server.

Port The TCP port of the server. (Default: 389)

Timeout The timeout, in milliseconds, used when processing
reguests. (Default: 5)

NameAttr Specifies a name attribute in LDAP database.
(Default: uid)

PassAttr Specifies a password attribute in LDAP database.
(Optional)

GroupsAttr Specifies the group membership attribute used in the
LDAP database. (Default: memberOf)

GetGroups Retrieve group membership for users. (Default: Yes)

DomainName The domain name of the server. (Optional)

BaseObj ect Specifies a base object to search. (Optional)

User Name Specifies auser name. (Optional)

Password Specifies auser password. (Optional)

Type Add domain name to username. (Default: 0)

Comments Text describing the current object. (Optional)
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3.34. LDAPServer

Description

An LDAP server is used as a central repository of certificates and CRLs that the security gateway
can download when necessary.

Properties

Host Specifies the IP address or hostname of the LDAP
server.

Username Specifies the username to use when accessing the
LDAP server. (Optional)

Password Specifies the password to use when accessing the
LDAP server. (Optional)

Port Specifies the LDAP service port number. (Default:
389)

Comments Text describing the current object. (Optional)

Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.35. LinkMonitor

Description

The Link Monitor allows the system to monitor one or more hosts and take action if they are un-

reachable.

Properties

Action
Addresses

MaxL oss

Pinglnterval

InitGracePeriod

UseShared| P

Comments

Note

Specifies what action the system should take.
Specifies the addresses that should be monitored.

A single host is considered unreachable if this num-
ber of consecutive ping responses to that host are not
replied to. (Default: 7)

Milliseconds between each monitor attempt.
(Default: 250)

Do not allow triggering of the link monitor for this
number of seconds after the last reconfiguration.
(Defaullt: 45)

Use the shared IP of an HA cluster instead of the
private |P of the node. (Default: No)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.36. LocalUserDatabase

Description

A local user database contains user accounts used for authentication purposes.

Properties

Name Specifies a symbolic name for the object. (Identifier)

Comments Text describing the current object. (Optional)
3.36.1. User

Description

User credentials may be used in User Authentication Rules, which in turn are used in e.g. PPP, | Psec
XAuth, Web Authentication, etc

Properties

Name Specifies the username to add into the user database.
(Identifier)

Password The password for this user.

Groups Specifies the user groups that this user is a member
of, e.g. Administrators. (Optional)

| PPool If the user is logging in over PPTP/L2TP it will be
assigned this static IP. (Optional)

AutoAddRouteNet PPTP/L2TP networks behind the user. (Optional)

AutoAddRouteMetric Metric for the network. (Optional)

SSHK eys Public keys used to log in via SSH. (Optional)

Comments Text describing the current object. (Optional)
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3.37. LogReceiver

Thisis acategory that groups the following object types.

3.37.1. EventReceiverSNMP2c

Description

A SNMP2c event receiver is used to receive SNMP events from the system.

Properties

Name

IPAddress
Port
Community
RepeatCount

L ogSeverity

Comments

Specifies a symbolic name for the log receiver.
(Identifier)

Destination | P address.

Destination port. (Default: 162)

Community string. (Default: public)

Repetition counter. (Default: 0)

Specifies with what severity log events will be sent
té)mg]f specified log receivers. (Optional; Default:

gency,Alert,Critical,Error,Warning,Notice,Info)

Text describing the current object. (Optional)

3.37.1.1. LogReceiverMessageException

Description

A log message exception is used to override the severity filter in the log receiver.

Properties

L ogCategory
Logl D

LogType

LogSeverity

Comments

Note

The Category of the log message.

The ID number of the log message, a empty value
selects all messages of this category. (Optional)

EXCLUDE or INCLUDE. (Default: EXCLUDE)

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.37.2. LogReceiverMemory

Description

A memory log receiver is used to receive and keep log eventsin system RAM.

Properties

Name Specifies a symbolic name for the log receiver.
(Identifier)

L ogSeverity Specifies with what severity log events will be sent
to the specified log receivers. (Optional; Default:
Emer-
gency,Alert,Critical,Error,Warning,Notice,Info)

Comments Text describing the current object. (Optional)

3.37.2.1. LogReceiverMessageException

The definitions here are the same asin Section 3.37.1.1, “L ogReceiverM essageException” .

3.37.3. LogReceiverSMTP

Description

An SMTP event receiver is used for receiving emails for IDP events.

Properties

Name Specifies a symbolic name for the log receiver.
(Identifier)

|PAddress The IP address of the SMTP server.

Port Specifies the which port to use to connect to the
SMTP server. (Default: 25)

Receiverl The email address that the event information is sent
to.

Receiver2 Alternate email receiver. (Optional)

Receiver3 Alternate email receiver. (Optional)

Sender Specifies which sender the email will have. (Default:
hostmaster)

I dentity Specifies which identity to write in the email header.
(Default: hostmaster)

XMailer Specifies the X-mailer information to write in the
email header. (Optional)

Subject Specifies the subject.
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HoldTime

MinRepeatDelay

LogThreshold

Comments

3.37.4. LogReceiverSyslog

Description

The hold time in seconds during which the log
threshold must be reached for an email to be sent.
(Default: 120)

The amount of seconds the security gateway will
wait before sending another email. (Default: 600)

The number of events that have to occur within the
hold time for an email to be sent. (Default: 2)

Text describing the current object. (Optional)

A Syslog receiver is used to receive log events from the system in the standard Syslog format.

Properties

Name

| PAddress

Port
Facility

L ogSeverity

Comments

Specifies a symbolic name for the log receiver.
(Identifier)

Specifiesthe |P address of the log receiver.

Specifies the port number of the log service.
(Default: 514)

Specifies what facility is used when logging.
(Default: local0)

Specifies with what severity log events will be sent
to the specified log receivers. (Optional; Default:
Emer-
gency,Alert,Critical,Error,Warning,Notice,Info)

Text describing the current object. (Optional)

3.37.4.1. LogReceiverMessageException

The definitions here are the same as in Section 3.37.1.1, “LogReceiverM essageException” .
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3.38. NATPool

Description

A NAT Pool is used for NATing multiple concurrent connections to using different source IP ad-

dresses.

Properties

Name
Type
[ PSour ce
| PPool

| PPool | Ps

IPRange

StateK eepAlive

MaxStates

ProxyARPAIllInterfaces

ProxyARPInterfaces

Comments

Specifies a symbolic name for the NAT Pool.
(Identifier)

Specifies how NAT'ed connections are assigned a
NAT IP address. (Default: stateful)

Specify which IP Address source to use. (Default:
IPRange)

Specifies the P Pool used for retrieving | P addresses
for NAT trandlation.

The number of 1P addresses to get from the |P Pool.

Specifies the range of IP addresses used for NAT
tranglation.

The number of seconds that stateful NAT state will
be kept in absence of new connections. (Default:
120)

Maximum number of statefully tracked NATPool
states. (Default: 16384)

Always select al interfaces, including new ones, for
publishing routes needed for receiving traffic on
NATPool addresses. (Default: No)

Specifies the interface/interfaces on which the secur-
ity gateway should publish routes needed for the re-
lay via Proxy ARP. (Optional)

Text describing the current object. (Optional)
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3.39. Pipe
Description
A pipe defines basic traffic shaping parameters. The pipe rules then determines which traffic goes
through which pipes.
Properties
Name Specifies a symbolic name for the pipe. (Identifier)

LimitKbpsT otal

LimitPPST otal

LimitK bpsO

LimitPPSO

LimitKbpsl

LimitPPS1

LimitKbps2

LimitPPS2

Limitk bps3

LimitPPS3

LimitKbps4

LimitPPS4

LimitKbpss

LimitPPS5

LimitK bpsé

LimitPPS6

LimitKbps7

Total bandwidth limit for this pipe in kilobits per
second. (Optional)

Total packet per second limit for this pipe.
(Optional)

Specifies the bandwidth limit in kbps for precedence
0 (the lowest precedence). (Optional)

Specifies the packet per second limit for precedence
0 (the lowest precedence). (Optional)

Specifies the bandwidth limit in kbps for precedence
1. (Optional)

Specifies the packet per second limit for precedence
1. (Optional)

Specifies the bandwidth limit in kbps for precedence
2. (Optional)

Specifies the packet per second limit for precedence
2. (Optional)

Specifies the bandwidth limit in kbps for precedence
3. (Optional)

Specifies the packet per second limit for precedence
3. (Optional)

Specifies the bandwidth limit in kbps for precedence
4. (Optional)

Specifies the packet per second limit for precedence
4. (Optional)

Specifies the bandwidth limit in kbps for precedence
5. (Optional)

Specifies the packet per second limit for precedence
5. (Optional)

Specifies the bandwidth limit in kbps for precedence
6. (Optional)

Specifies the packet per second limit for precedence
6. (Optional)

Specifies the bandwidth limit in kbps for precedence
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LimitPPS7

UserLimitKbpsTotal

User LimitPPST otal

UserLimitKbps0

UserLimitPPSO

UserLimitKbpsl

UserLimitPPS1

UserLimitKbps2

User LimitPPS2

UserLimitK bps3

UserLimitPPS3

UserLimitKbps4

UserLimitPP$4

UserLimitKbpss

User LimitPPS5

UserLimitK bps6

UserLimitPPS6

UserLimitKbps7

UserLimitPPS7

Grouping

GroupingNetworkSize

7 (the highest precedence). (Optional)

Specifies the packet per second limit for precedence
7 (the highest precedence). (Optional)

Total bandwidth limit per group in the pipe in kilob-
its per second. (Optional)

Total throughput limit per group in the pipe in pack-
ets per second. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence O (the lowest precedence). (Optional)

Specifies the throughput limit per group in PPS for
precedence O (the lowest precedence). (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 1. (Optional)

Specifies the throughput limit per group in PPS for
precedence 1. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 2. (Optional)

Specifies the throughput limit per group in PPS for
precedence 2. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 3. (Optional)

Specifies the throughput limit per group in PPS for
precedence 3. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 4. (Optional)

Specifies the throughput limit per group in PPS for
precedence 4. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 5. (Optional)

Specifies the throughput limit per group in PPS for
precedence 5. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 6. (Optional)

Specifies the throughput limit per group in PPS for
precedence 6. (Optional)

Specifies the bandwidth limit per group in kbps for
precedence 7 (the highest precedence). (Optional)

Specifies the throughput limit per group in PPS for
precedence 7 (the highest precedence). (Optional)
Grouping enables per-port/IP/network static band-
width limits as well as dynamic balancing between
groups. (Default: None)

If users are grouped according to source or destina-
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Dynamic

PrecedenceMin

PrecedenceDefault

PrecedenceM ax

Comments

tion network, the size of the network has to be spe-
cified by this setting. (Default: 0)

Enable dynamic balancing of groups. (Default: No)

Specifies the lowest allowed precedence for trafficin
this pipe. If a packet with a lower precedence enters,
its precedence is raised to this value. (Default: 0)

Specifies the default precedence for the pipe. If a
packet enters this pipe without a set precedence, it
gets assigned this value. Should be higher than or
equal to the minimum precedence. (Default: 0)

Specifies the highest allowed precedence for traffic
in this pipe. If a packet with a higher precedence
enters, its precedence is lowered to this vaue.
Should be higher than or equal to the default preced-
ence. (Default: 7)

Text describing the current object. (Optional)
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3.40. PipeRule

Description

A Pipe Rule determines traffic shaping policy - which Pipes to use - for one or more types of traffic
with the same granularity as the standard ruleset.

Properties

Index
Name

Sour cel nterface
Sour ceNetwor k
Destinationl nterface
DestinationNetwor k
Service

Schedule

ForwardChain
ReturnChain
Precedence
FixedPrecedence

Comments

Note

Theindex of the object, starting at 1. (Identifier)
Specifies a symbolic name for the object. (Optional)

Specifies the name of the receiving interface to be
compared to the received packet.

Specifies the sender span of |P addresses to be com-
pared to the received packet.

Specifies the the destination interface to be com-
pared to the received packet.

Specifies the span of |P addresses to be compared to
the destination IP of the received packet.

Specifies a service that will be used as a filter para-
meter when matching traffic with thisrule.

By adding a schedule to arule, the security gateway
will only alow that rule to trigger at those desig-
nated times. (Optional)

Specifies one or more pipes to be used for forward
traffic. (Optional)

Specifies one or more pipes to be used for return
traffic. (Optional)

Specifies what precedence should be assigned to the
packets before sent into a pipe. (Default: FromPipe)

Specifies the fixed precedence.

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in thelist and the | ndex will be equal to the length of the list.
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3.41. PSK
Description
PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the parties
involved.
Properties
Name Specifies a symbolic name for the pre-shared key.
(Identifier)
Type Specifies the type of the shared key.
PSK Ascii Specifiesthe PSK as a passphrase.
PSK Hex Specifiesthe PSK as a hexadecimal key.
Comments Text describing the current object. (Optional)
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3.42. RadiusAccounting

Description

External RADIUS server used to collect user statistics.

Properties

Name Specifies a symbolic name for the server. (Identifier)

|PAddress The |P address of the server.

Port The UDP port of the server. (Default: 1813)

RetryTimeout The retry timeout, in seconds, used when trying to
contact the RADIUS accounting server. If no re-
sponse has been given after for example 2 seconds,
the security gateway will try again by sending a new
AccountingRequest packet. (Default: 2)

Shar edSecr et The shared secret phrase for the Authenticator gener-
ation.

Comments Text describing the current object. (Optional)
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3.43. RadiusServer

Description

External RADIUS server used to verify user names and passwords.

Properties

Name
IPAddress
Port

RetryTimeout

Shar edSecr et

Comments

Specifies asymbolic name for the server. (Identifier)
The IP address of the server.
The UDP port of the server. (Default: 1812)

The retry timeout, in seconds, used when trying to
contact the RADIUS accounting server. If no re-
sponse has been given after for example 2 seconds,
the security gateway will try again by sending a new
AccountingRequest packet. (Default: 2)

The shared secret phrase for the Authenticator gener-
ation.

Text describing the current object. (Optional)
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3.44. RemotelDList

Description

List of Remote IDs that are allowed access when using Pre Shared Keys as authentication method.

Properties

Type Specifies the type of the shared key.

PSK Ascii Specifies the PSK as a passphrase.

PSKHex Specifiesthe PSK as a hexadecimal key.

IDType Selects the type of remote identity to use.

IDValue Specify the remote identity of the tunnel 1D.

Comments Text describing the current object. (Optional)
Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.45. RemoteManagement

Thisis acategory that groups the following object types.

3.45.1. RemoteMgmtHTTP

Description

Configure HTTP/HTTPS management to enable remote management to the system.

Properties

Name

Interface
AccessL evel

L ocalUser Database
HTTP

HTTPS
Networ k

Comments

3.45.2. RemoteMgmtSNMP

Description

Specifies a symbolic name for the object. (Identifier)

Specifies the interface for which remote access is
granted.

The access level to grant the user that logs in.
(Default: Admin)

Specifies the local user database to use for login.
Enable remote management viaHTTP. (Default: No)

Enable remote management via HTTPS. (Default:
No)

Specifies the network for which remote access is
granted.

Text describing the current object. (Optional)

Configure SNM P management to enable SNMP polling.

Properties

Name

Interface
SNM PGetCommunity
Networ k

Comments

Specifies a symbolic name for the object. (Identifier)

Specifies the interface for which remote access is
granted.

Specifies the name of the community to be granted
rights to remotely monitor the security gateway.

Specifies the network for which remote access is
granted.

Text describing the current object. (Optional)
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3.45.3. RemoteMgmtSSH

Description

Configure a Secure Shell (SSH) Server to enable remote management access to the system.

Properties

Name
Interface

Port
AllowAuthM ethodPasswor d

AllowAuthM ethodPublicK ey

AllowHostK eyDSA
AllowHostK eyRSA

AllowKexDH14
AllowKexDH1
AllowAES128
AllowAES192
AllowAES256
AllowBlowfish

Allow3DES
AllowMACSHA1
AllownM ACMD5
AllowM ACSHA196
AllowM ACM D596

Banner
M axSessions

SessionldleTime

Specifies a symbolic name for the SSH server.
(Identifier)

Specifies the interface for which remote access is
granted.

The listening port for the SSH server. (Default: 22)
Allow password client authentication. (Default: Y es)

Allow public key client authentication. (Default:
Yes)

Allow DSA public key algorithm. (Default: Y es)
Allow RSA public key algorithm. (Default: Yes)

Allow Diffie-Hellman Group 14 key exchange al-
gorithm. (Default: Y es)

Allow DiffieeHellman Group 1 key exchange al-
gorithm. (Default: Y es)

Allow AES-128 encryption agorithm. (Default:
Yes)

Allow AES-192 encryption algorithm. (Default:
Yes)

Allow AES-256 encryption agorithm. (Default:
Yes)

Allow Blowfish encryption agorithm. (Default:
Yes)

Allow 3DES encryption algorithm. (Default: Y es)
Allow SHA1 integrity algorithm. (Default: Yes)
Allow MD5 integrity algorithm. (Default: Y es)
Allow SHA1-96 integrity algorithm. (Default: Y es)
Allow MD5-96 integrity algorithm. (Default: Y es)

Specifies the greeting message to display when the
user logsin. (Optional)

The maximum number of clients that can be connec-
ted at the sametime. (Default: 5)

The number of seconds a user can be idle before the
session is closed. (Default: 1800)
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LoginGraceTime

AuthenticationRetries

AccessL evel

L ocalUser Database

Networ k

Comments

When the user has supplied the username, the pass-
word has to be provided within this number of
seconds or the session will be closed. (Default: 30)

The number of retires allowed before the session is
closed. (Default: 3)

The access level to grant the user that logs in.
(Default: Admin)

Specifies the local user database to use for login.

Specifies the network for which remote access is
granted.

Text describing the current object. (Optional)
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3.46. RouteBalancinginstance

Description

A route balancing instance is assoicated with a routingtable and defines how to make use of multiple
routes to the same destination.

Properties

RoutingTable Specify routingtable to deploy route load balancing
in. (Identifier)

Algorithm Specify which algorithm to use when balancing the
routes. (Default: RoundRobin)

Comments Text describing the current object. (Optional)
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s

3.47. RouteBalancingSpilloverSettings

Description

Settings associated with the spillover algorithm.

Properties

Interface Interface to threshold limit. (Identifier)

HoldTime Number of consecutive seconds over/under the
threshold limit to trigger state change for the af-
fected routes. (Default: 30)

OutboundThreshold Outbound threshold limit. (Optional)

OutboundUnit The outbound units. (Default: kbps)

InboundT hreshold Inbound threshold limit. (Optional)

InboundUnit The inbound units. (Default: kbps)

Comments Text describing the current object. (Optional)
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3.48. RoutingRule

Description

A Routing Rule forces the use of arouting table in the forward and/or return direction of traffic on a
connection. The ordering parameter of the routing table determines if it is consulted before or after

the main routing table.

Properties

Index

Name
ForwardRoutingTable
ReturnRoutingTable
Sour ceNetwor k
DestinationNetwor k
Sour cel nterface
Destinationl nterface
Service

Schedule

L ogEnabled

L ogSeverity

Comments

Note

Theindex of the object, starting at 1. (Identifier)
Specifies a symbolic name for the rule. (Optional)
The forward routing table will be used for packets
from the connection originator to the connection en-
dpoint.

The return routing table will be used for packets
traveling in the reverse direction.

Specifies the sender span of |P addresses to be com-
pared to the received packet.

Specifies the span of |P addresses to be compared to
the destination I P of the received packet.

Specifies the name of the receiving interface to be
compared to the received packet.

Specifies the the destination interface to be com-
pared to the received packet.

Specifies a service that will be used as a filter para-
meter when matching traffic with thisrule.

By adding a schedule to arule, the security gateway
will only allow that rule to trigger at those desig-
nated times. (Optional)

Enable logging. (Default: Yes)

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

161



3.49. RoutingTable

Chapter 3. Configuration Reference

3.49. RoutingTable

Description

The system has a predefined main routing table. Alternate routing tables can be defined by the user.

Properties

Name
Ordering
Removel nterfacel PRoutes

Comments

3.49.1. Routeb

Description

Specifies a symbolic name for the routing table.
(Identifier)

Specifies how a route lookup is done in a named
routing table. (Default: Only)

Removes the interface routes. Makes the security
gateway completely transparent. (Default: No)

Text describing the current object. (Optional)

A route defines what interface and gateway to use in order to reach a specified network.

Properties

Name
Networ k

Interface

Gateway

LocallP

Metric

ProxyNDAIlI nterfaces

ProxyNDlI nterfaces

Specifies a symbolic name for the object. (Optional)
Specifies the network address for thisroute.

Specifies which interface packets destined for this
route shall be sent through.

Specifies the IPv6 address of the next router hop
used to reach the destination network. If the network
is directly connected to the security gateway inter-
face, no gateway addressis specified. (Optional)

The 1Pv6 address specified here will be automatic-
aly published on the corresponding interface. This
address will aso be used as the sender address in
ARP queries. If no address is specified, the security
gateway's interface IPv6 address will be used.
(Optional)

Specifies the metric for this route. (Default: 0)

Always select al interfaces, including new ones, for
publishing routes via Proxy Neighbor Discovery.
(Default: No)

Specifies the interfaces on which the security gate-
way should publish routes via Proxy ARP.
(Optional)
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Comments Text describing the current object. (Optional)
Note
If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
Description

A route defines what interface and gateway to use in order to reach a specified network.

Properties

Name

Interface

Gateway

LocallP

Networ k

RouteM onitor
MonitorLinkStatus

Monitor Gateway

Monitor GatewayM anualARP
Monitor GatewayARPInterval
EnableHostM onitoring

Reachability

GracePeriod

Specifies a symbolic name for the object. (Optional)

Specifies which interface packets destined for this
route shall be sent through.

Specifies the |P address of the next router hop used
to reach the destination network. If the network is
directly connected to the security gateway interface,
no gateway addressis specified. (Optional)

The 1P address specified here will be automatically
published on the corresponding interface. This ad-
dress will also be used as the sender address in ARP
queries. If no address is specified, the security gate-
way's interface IP address will be used. (Optional)

Specifies the network address for this route.

Specifies if this route should be monitored for route
changes for route failover purposes. (Default: No)

Mark the route as down if the interface link status
changes to down. (Default: No)

Mark the route as down if the next hop does not an-
swer on ARP lookups during a specified time.
(Default: No)

Enable a manually specified ARP lookup interval.
(Default: No)

Specifies the ARP lookup interva in milliseconds.
(Default: 1000)

Enables the Host Monitoring functionality. (Default:
No)

Specifies the number of hosts that are required to be
reachable to consider the route to be active. (Default:
ALL)

Specifies the time to wait after a reconfiguration un-
til the monitoring begins. (Default: 5)
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ReachabilityCount

Metric

ProxyARPAllI nterfaces

ProxyARPInterfaces

Comments

Note

Minimum number of reachable hosts to consider the
route to be active.

Specifies the metric for this route. (Default: 0)

Always select al interfaces, including new ones, for
publishing routes via Proxy ARP. (Default: No)

Specifies the interfaces on which the security gate-
way should publish routes via Proxy ARP.
(Optional)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.49.2.1. MonitoredHost

Description

Specify a host and a monitoring method.

Properties

Method
| PAddress
Port

Pollingl nterval
ReachabilityRequired
Samples

M axPollFails

M axAveragel atency

RequestURL
ExpectedResponse

Comments

Monitoring method. (Default: ICMP)
Specifies the | P address of the host to monitor.
Specifies the TCP port to monitor.

Delay in milliseconds between each monitor attempt.
(Default: 10000)

Specifies if this host is required to be reachable for
monitoring to be successful. (Default: No)

Specifies the number of attempts to use for statistical
calculations. (Default: 10)

Specifies the maximum number of failed attempts
until host is considered to be unreachable. (Default:
2)

Specifies the max average latency for the sample at-
tempts. (Default: 800)

Specifiesthe HTTP URL to monitor.
Expected HTTP response.

Text describing the current object. (Optional)
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Note

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.

3.49.3. SwitchRoute

Description

A switch route defines which interfaces the specified network can be reached on. Proxy ARP
defines between which interfaces ARP is allowed.

Properties

Name

Interface

Networ k
Metric

ProxyARPAllI nterfaces

ProxyARPInterfaces

Comments

Note

Specifies a symbolic name for the object. (Optional)

Specifies which interface packets destined for this
route shall be sent through.

Specifies the network address for this route.
Specifies the metric for this route. (Default: 0)

Always select al interfaces, including new ones, for
publishing routes via Proxy ARP. (Default: No)

Specifies the interfaces on which the security gate-
way should publish routes via Proxy ARP.
(Optional)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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3.50. ScheduleProfile

Description

A Schedule Profile defines days and dates and are then used by the various policiesin the system.

Properties

Name Specifies a symbolic name for the service.
(Identifier)

Mon Specifies during which intervals the schedule profile
is active on Mondays. (Optional)

Tue Specifies during which intervals the schedule profile
is active on Tuesdays. (Optional)

Wed Specifies during which intervals the schedule profile
is active on Wednesdays. (Optional)

Thu Specifies during which intervals the schedule profile
isactive on Thursdays. (Optional)

Fri Specifies during which intervals the schedule profile
is active on Fridays. (Optional)

Sat Specifies during which intervals the schedule profile
is active on Saturdays. (Optional)

Sun Specifies during which intervals the schedule profile
is active on Sundays. (Optional)

StartDate The date after which this Schedule should be active.
(Optional)

EndDate The date after which this Schedule is not active any-
more. (Optional)

Comments Text describing the current object. (Optional)
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3.51. Service

Thisis acategory that groups the following object types.

3.51.1. ServiceGroup

Description

A Service Group is a collection of service objects, which can then be used by different policiesin

the system.

Properties

Name

Members

Comments

3.51.2. ServicelCMP

Description

Specifies a symbolic name for the service.
(Identifier)

Group members.

Text describing the current object. (Optional)

An ICMP Serviceis an object definition representing ICMP traffic with specific parameters.

Properties

Name

M essageTypes

EchoRequest
EchoRequestCodes
DestinationUnreachable
DestinationUnr eachableCodes
Redir ect

RedirectCodes

Par ameter Problem

Specifies a symbolic name for the service.
(Identifier)

Specifies the ICMP message types that are applic-
ableto this service. (Default: All)

Enable matching of Echo Reguest messages.
(Default: No)

Specifies which Echo Request message codes should
be matched. (Default: 0-255)

Enable matching of Destination Unreachable mes-
sages. (Default: No)

Specifies which Destination Unreachable message
codes should be matched. (Default: 0-255)

Enable matching of Redirect messages. (Default:
No)

Specifies which Redirect message codes should be
matched. (Default: 0-255)

Enable matching of Parameter Problem messages.
(Default: No)
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Par ameter ProblemCodes

EchoReply

EchoReplyCodes

Sour ceQuenching

Sour ceQuenchingCodes

TimeExceeded

TimeExceededCodes

Passl CM PReturn

ALG

M axSessions

Comments

3.51.3. ServicelCMPv6

Description

Specifies which Parameter Problem message codes
should be matched. (Default: 0-255)

Enable matching of Echo Reply messages. (Default:
No)

Specifies which Echo Reply message codes should
be matched. (Default: 0-255)

Enable matching of Source Quenching messages.
(Default: No)

Specifies which Source Quenching message codes
should be matched. (Default: 0-255)

Enable matching of Time Exceeded messages.
(Default: No)

Specifies which Time Exceeded message codes
should be matched. (Default: 0-255)

Enable passing an ICMP error message only if it is
related to an existing connection using this service.
(Default: No)

An Application Layer Gateway (ALG), capable of
managing advanced protocols, can be specified for
this service. (Optional)

Specifies how many concurrent sessions that are per-
mitted using this service. (Default: 200)

Text describing the current object. (Optional)

An IPv6-ICMP Service is an object definition representing | Pv6-1CM P traffic with specific paramet-

ers.
Properties

Name

M essageTypes
EchoRequest
EchoRequestCodes
EchoReply

EchoReplyCodes

Specifies a symbolic name for the service
(Identifier)

Specifies the IPv6-ICMP message types that are ap-
plicable to this service. (Default: All)

Enable matching of Echo Regquest messages.
(Default: No)

Specifies which Echo Reguest message codes should
be matched. (Default; 0-255)

Enable matching of Echo Reply messages. (Defaullt:
No)

Specifies which Echo Reply message codes should
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DestinationUnreachable
DestinationUnreachableCodes
PacketTooBig
PacketTooBigCodes
TimeExceeded
TimeExceededCodes

Par ameter Problem

Parameter ProblemCodes

Pass| CM PReturn

ALG

M axSessions

Comments

3.51.4. ServicelPProto

Description

be matched. (Default; 0-255)

Enable matching of Destination Unreachable mes-
sages. (Default: No)

Specifies which Destination Unreachable message
codes should be matched. (Default: 0-255)

Enable matching of Packet Too Big messages.
(Default: No)

Specifies which Packet Too Big message codes
should be matched. (Default: 0-255)

Enable matching of Time Exceeded messages.
(Default: No)

Specifies which Time Exceeded message codes
should be matched. (Default: 0-255)

Enable matching of Parameter Problem messages.
(Default: No)

Specifies which Parameter Problem message codes
should be matched. (Default: 0-255)

Enable passing an ICMP error message only if it is
related to an existing connection using this service.
(Default: No)

An Application Layer Gateway (ALG), capable of
managing advanced protocols, can be specified for
this service. (Optional)

Specifies how many concurrent sessions that are per-
mitted using this service. (Default: 200)

Text describing the current object. (Optional)

An |P Pratocol Serviceis adefinition of an IP protocol with specific parameters.

Properties

Name

| PProto

Passl CM PReturn

ALG

Specifies a symbolic name for the service
(Identifier)

IP protocol number or range, e.g. "1-4,7" will match
the protocols ICMP, IGMP, GGP, IP-in-1P and CBT.
(Default: 0-255)

Enable passing an ICMP error message only if it is
related to an existing connection using this service.
(Default: No)

An Application Layer Gateway (ALG), capable of
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M axSessions

Comments

3.51.5. ServiceTCPUDP

Description

managing advanced protocols, can be specified for
this service. (Optional)

Specifies how many concurrent sessions that are per-
mitted using this service. (Default: 200)

Text describing the current object. (Optional)

A TCP/UDP Service is adefinition of an TCP or UDP protocol with specific parameters.

Properties

Name
DestinationPorts
Type

Sour cePorts
SYNRelay

Passl CM PReturn

ALG

M axSessions

Comments

Specifies a symbolic name for the service
(Identifier)

Specifies the destination port or the port ranges ap-
plicable to this service.

Specifies whether this service uses the TCP or UDP
protocol or both. (Default: TCP)

Specifies the source port or the port ranges applic-
ableto this service. (Default: 0-65535)

Enable SYN flood protection (SYN Relay). (Default:
No)

Enable passing an ICMP error message only if it is
related to an existing connection using this service.
(Default: No)

An Application Layer Gateway (ALG), capable of
managing advanced protocols, can be specified for
this service. (Optional)

Specifies how many concurrent sessions that are per-
mitted using this service. (Default: 200)

Text describing the current object. (Optional)
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3.52. Settings

Thisis acategory that groups the following object types.

3.52.1. ARPNDSettings

Description

Advanced ARP/Neighbor Discovery-table settings.

Properties

ARPMatchEnetSender
ARPQueryNoSender | P
ARPSender| P
UnsolicitedARPReplies
ARPRequests
ARPChanges
StaticARPChanges

ARPEXxpire

ARPExpireUnknown

ARPM uulticast

ARPBroadcast
ARPCacheSize
ARPHashSize
ARPHashSizeVLAN
L ogResolveFailure

NDRateL imit

The Ethernet Sender address matching the hardware
addressin the ARP data. (Default: DropL og)

If the IP source address of an ARP query (NOT re-
sponsel) is"0.0.0.0". (Default: DropLog)

The IP Source address in ARP packets. (Default:
Validate)

Unsolicited ARP replies. (Default: Droplog)
Specifies whether or not the ARP requests should
automatically be added to the ARP table. (Default:
Drop)

ARP packets that would cause an entry to be
changed. (Default: AcceptLog)

ARP packets that would cause static entries to be
changed. (Default: DropLog)

Lifetime of an ARP entry in seconds. (Default: 900)

Lifetime of an "unknown" ARP entry in seconds.
(Default: 3)

ARP packets claiming to be multicast addresses;
may need to be enabled for some load balancers/
redundancy solutions. (Default: DropLog)

ARP packets claiming to be broadcast addresses;
should never need to be enabled. (Default: DroplLog)

Number of ARP entries in cache, total. (Default:
4096)

Number of ARP hash buckets per physical interface.
(Default: 512)

Number of ARP hash buckets per VLAN interface.
(Default: 64)

Specifies whether or not to log failed ARP Resolves.
(Default: Yes)

Rate limit originated ND packets. (Default: 1000)
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MaxAnycastDelayTime

ProxyClear OverrideFlag

NDM atchEnetSender

NDValSender | P

NDChanges

StaticNDChanges

NDValidation

NDCacheSize

NDM axM ulticastSolicit

NDM axUnicastSolicit

NDBaseReachableTime

NDRetransTimer

Router AdvertisementTimer

Note

Randomized time to delay proxied and anycast ad-
vertimesements. (Default: 100)

Clear the Override flag on proxy ND advertisements.
(Default: Yes)

Ignore ND packets with mismatching sender- and
options MAC-addresses. (Default: Y es)

Validate the IP source address of the ND packet.
(Default: Yes)

Action to take when ND packets are received that
would modify an existing entry. (Default: FavorOld)

Action to take when ND packets are received that
would modify a static entry. (Default: DropL og)

Action to take when the stateless validation of a ND
packet fail. (Default: DropLog)

Number of cached IP/L2 address tuples. (Per iface).
(Default: 1024)

Number of Neighbor Solicitations before giving up
address resolution. (Default: 3)

Number of Neighbor Salicitations before giving up a
zombie during dead peer detection. (Default: 3)

Multiple of randomized time factor in seconds, res-
ulting in the time before a ND entry becomes a zom-
bie. (Default: 900)

Number of seconds between each Neighbor Solicita-
tion during address resolution and dead peer detec-
tion. (Default: 1)

Number of seconds between unsolicited multicast
Router Advertisement. (Default: 60)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

Description

3.52.2. AuthenticationSettings

Settings related to Authentication and Accounting.

Properties

L ogoutAccUser sAtShutdown

Logout authenticated accounting users and send Ac-
countingStop packets prior to shutdown. (Default:
Yes)
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AllowAuthlfNoAccountingResponse

LogAL GUser

MaxRADIUSContexts

Note

Allow an authenticated user to still have access even
if no response is received by the Accounting Server.
(Default: Yes)

Log authenticated user together with URL in ALG
log messages. (Default: Yes)

Maximum number of RADIUS communication con-
texts. (Default: 1024)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.3. ConnTimeoutSettings

Description

Timeout settings for various protocols.
Properties
ConnLife TCP_SYN

ConnLife TCP

ConnLife TCP_FIN

ConnLife UDP

AllowBothSidesT oK eepConnAlive_ UDP

ConnLife_Ping
ConnLife Other

ConnLife IGMP

Note

Connection idle lifetime for TCP connections being
formed. (Default: 60)

Connection idle lifetime for TCP. (Default: 262144)

Connection idle lifetime for TCP connections being
closed. (Default: 80)

Connectionidle lifetime for UDP. (Default: 130)

Allow both sides to keep a UDP connection alive.
(Default: No)

Connection timeout for Ping. (Default: 8)
Idle lifetime for other protocols. (Default: 130)

Connectionidle lifetime for IGMP. (Default: 12)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.4. DHCPRelaySettings

Description

Advanced DHCP relay settings.

Properties
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MaxTransactions Maximum number of concurrent BOOTP/DHCP
transactions. (Default: 32)

TransactionTimeout Timeout for each transaction (in seconds). (Default:
10)

MaxPPM Per | face Maximum packets per minute that are relayed from

clientsto the server, per interface. (Default: 500)

MaxHops Requests/responses that have traversed more than
this many relays will not be relayed. (Default: 5)

MaxL easeTime Maximum lease time (seconds) alowed from the
DHCP server (too high times will be lowered si-
lently). (Default: 10000)

MaxAutoRoutes Maximum number of DHCP client |Ps automatically
added to the routing table. (Default: 256)
AutoSaveRelayPolicy Policy for saving the relay list to disk. (Default: Re-
conf Shut)
AutoSaveRelaylnterval Seconds between auto saving the relay list to disk.
(Default: 86400)
Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.5. DHCPServerSettings

Description

Advanced DHCP server settings.

Properties
AutoSavel easePalicy Policy for saving the lease database to disk. (Default:
Reconf Shut)
AutoSavel easel nterval Seconds between auto saving the lease database to
disk. (Default: 86400)
Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.6. FragSettings

Description

Settings related to fragmented packets.
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Properties

PseudoReass MaxConcurrent

Illegal Frags

DuplicateFragData

FragReassemblyFail

DroppedFrags

DuplicateFrags

Fragmentedl CM P

MinimumFragL ength

ReassTimeout

ReassTimeLimit

ReassDonel inger

ReasslllegalL inger

| P61 llegal Frags

| P6DuplicateFragData

| P6FragReassemblyFail

| P6DroppedFrags

|P6DuplicateFrags

[P6MinimumFragL ength

| P6ReassT imeout

| P6ReassTimeL imit

| P6ReassDonel inger

Maximum number of concurrent fragment reas-
semblies. Set to 0 to drop al fragments. (Default:
1024)

Illegaly constructed fragments; partial overlaps, bad
sizes, etc. (Default: DropLog)

On receipt of duplicate fragments, verify matching
data... (Default: Check8)

Failed packet reassembly attempts - due to timeouts
or packet losses. (Default: LogSuspectSubseq)

Fragments of packets dropped due to rule base.
(Default: LogSuspect)

Duplicate fragments received. (Default: LogSuspect)

Fragmented ICMP messages other than Ping; nor-
mally invalid. (Default: DropL og)

Minimum allowed length of non-last fragments.
(Default: 8)

Timeout of a reassembly, since previous received
fragment. (Default: 65)

Maximum lifetime of a reassembly, since first re-
ceived fragment. (Default: 90)

How long to remember a completed reassembly
(watching for old dups). (Default: 20)

How long to remember an illegal reassembly
(watching for more fragments). (Default: 60)

Illegaly constructed fragments; partial overlaps, bad
sizes, etc. (Default: DropLog)

On receipt of duplicate fragments, verify matching
data... (Default: Check8)

Failed packet reassembly attempts - due to timeouts
or packet losses. (Default: LogSuspectSubseq)

Fragments of packets dropped due to rule base.
(Default: LogSuspect)

Duplicate fragments received. (Default: LogSuspect)

Minimum alowed length of non-last fragments.
(Defaullt: 8)

Timeout of a reassembly, since previous received
fragment. (Default: 65)

Maximum lifetime of a reassembly, since first re-
ceived fragment. (Default: 90)

How long to remember a completed reassembly

175



3.52.7. HWMSettings Chapter 3. Configuration Reference

(watching for old dups). (Default: 20)

| P6Reassl llegalL inger How long to remember an illegal reassembly
(watching for more fragments). (Default: 60)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.7. HWMSettings

Description

General settings for Hardware Monitoring

Properties

EnableSensors Enable/disable all HWM functionality. (Default: No)

Sensor Polll nterval Sensor polling interval. (Default: 500)

MemoryPolllnterval Memory polling interval in minutes. (Default: 15)

MemoryUsePer cent Should mem monitor use percentage as unit for
monitoring, elseit is megabyte. (Default: Y es)

M emoryL ogRepetition Should alog message be sent for each poll result that
isin the Alert, Critical or Warning level, or should a
log message only be sent when a new level is
reached. (Default: No)

MemoryAlertL evel Alert log message if free memory is below this
value, disable by using 0. (Default: 0)

MemoryCriticalL evel Critical log message if free memory is below this
value, disable by using 0. (Default: 0)

MemoryWarningL evel Warning log message if free memory is below this
value, disable by using 0. (Default: 0)

Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.8. ICMPSettings

Description

Settings related to the ICMP protocol.

Properties
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| CM PSendPer SecL imit

SilentlyDropStatel CMPErrors

Note

Maximum number of ICMP responses that will be
sent each second. (Default: 500)

Silently drop ICMP errors regarding statefully
tracked open connections. (Default: Y es)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.9. IPsecTunnelSettings

Description

Settings for the I Psec tunnel interfaces used for establishing IPsec VPN connections to and from this

system.

Properties

| PsecM axTunnels
| PsecM axRules

| KESendI nitialContact
IKESendCRLs
IKECRLValidityTime

IKEMaxCAPath
| PsecCertCacheMaxCerts

| PsecBeforeRules

| PsecGWNameCacheTime

DPDMetric

FlowMetric

| PsecDPDNoW aitWorryTime

Amount of IPsec tunnels alowed (0 = automatic).
(Default: 0)

Amount of IPsec rules alowed (0
(Default: 0)

automatic).

Send 'initial contact' messages. (Default: Y es)
Send CRLsin the IKE exchange. (Default: Y es)

Maximum number of seconds a CRL is considered
valid (0O=obey the 'next update' field in the CRL).
(Default: 86400)

Maximum number of CA certificates in a certificate
path. (Default: 15)

Maximum number of entries in the certificate cache.
(Default: 1024)

Pass IKE & IPsec (ESP/AH) traffic sent to the secur-
ity gateway directly to the |Psec engine without con-
sulting the ruleset. (Default: Y es)

Amount of time to keep an IPsec tunnel open when
the remote DNS name fails to resolve. (Default:
14400)

Metric 10s of seconds with no traffic or other evid-
ence of life in tunnél before SA is removed.
(Default: 3)

Minimum number of seconds without data traffic in
aflow to activate IKE DPD liveness checks from the
corresponding IKE SA. (Default: 15)

Do not wait for 10 times the value of DPD Metric
after the value of Flow Metric has expired without
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| PsecHar dwar eAcceleration

| PsecDisablePK Accel

Note

aliveness sign before activating IKE DPD. (Default:
No)

IPsec hardware acceleration. (Default: Inline)

Disable hardware acceleration for public-key opera-
tions. (Default: No)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.10. IPSettings

Description

Settings related to the | P protocol.

Properties

Enablel Pv6

L ogReceivedHopL imit0
HopLimitMin
HopLimitOnL ow
HopLimitMinM ulticast
HopLimitOnL owM ulticast
DefaultHopL imit

| P6F

IP6TC

| P6M axExtHdr

| P6ONM axExtHdr

| P6M axOptHdr

| P60ONM axOptHdr

Enable processing of IPv6 traffic. (Default: No)

Log received packets with Hop-Limit=0; this should
never happen! (Default: Y es)

The minimum IP Hop-Limit value accepted on re-
ceipt. (Default: 3)

What action to take on too low unicast Hop-Limit
values. (Default: DropLog)

The minimum IP multicast Hop-Limit value accep-
ted on receipt. (Default: 3)

What action to take on too low multicast Hop-Limit
values. (Default: DropL og)

The default 1P Hop-Limit of packets originated by
the security gateway (32-255). (Default: 255)

Validate IPV6 Flow label header field. (Default: 1g-
nore)

Validate IPV6 Traffic class header field. (Default:
Ignore)

Maximum allowed size of all IP6 extension headers.
(Default: 256)

Validate the extension header length when it goes
beyond IP6MaxExtHdr. (Default: DropL og)

Total number of options allowed per IP6 extension
header. (Default: 8)

Validate the number of options per extension header
when it goes beyond IP6MaxOptHdr. (Default:
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| P6V alidateSyntax

IP6OPT_PADN

IP6OPT_JUMBO
IP6OPT_RA
IP6OPT_HA

IP6OPT_OTH

IP6_RHO

IP6_RH?2

IP6_RHOther

LogCheckSumErrors

L ogNonl Pv4l Pv6

LogReceivedTTLO

L og0000Src
BlockONet
Block127Net

BlockM ulticastSrc

TTLMin

TTLONnLow

TTLMinMulticast

TTLONLowM ulticast

Default TTL

L ayer SizeConsistency

SecuRemoteUDPEncapCompat

DropLog)

Validate ipv6 syntax violation. (Default: Validatel o-
gBad)

Validate when ipv6 padn option data fields are non-
zero. (Default: StripLog)

Validate jumbogram packets. (Default: Validatel og)
Validate Router Alert packets. (Default: 1gnore)

Validate Home Address option packets. (Default: 1g-
nore)

Vaidate unknown option
RFC2460NoSupportL og)

types. (Default:

Validate routing header type O option. (Default:
RFC5095NoSupportL og)

Validate routing header type 2 option. (Default:
RFC2460NoSupportL og)

Validate routing header other than type O or 2 op-
tion. (Default: RFC2460NoSupportLog)

Log I P packets with bad checksums. (Default: Y es)

Log occurrences of non-1Pv4/IPv6 packets. (Default:
Yes)

Log received packets with TTL=0; this should never
happen! (Default: Y es)

Loginvalid 0.0.0.0 source address. (Default: Drop)
Block 0.* source addresses. (Default: DropLog)
Block 127.* source addresses. (Default: DropLog)

Block multicast source addresses
(224.0.0.0--255.255.255.255). (Default: DropL og)

The minimum IP Time-To-Live value accepted on
receipt. (Default: 3)

What action to take on too low unicast TTL values.
(Default: DropLog)

The minimum IP multicast Time-To-Live value ac-
cepted on receipt. (Default: 3)

What action to take on too low multicast TTL val-
ues. (Default: DropLog)

The default IP Time-To-Live of packets originated
by the security gateway (32-255). (Default: 255)

TCP/UDP/ICMP/etc layer data and header sizes
matching lower layer size information. (Default:
Validatel ogBad)

Allow IP data to contain eight bytes more than the
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|POptionSizes

IPOPT_SR

IPOPT_TS

IPOPT_RTRALT

IPOPT_OTHER

DirectedBroadcasts

IPRF

StripDFOnSmall

Multicast| PEnetOnMismatch

Note

UDP total length field specifies -- Checkpoint Se-
cuRemote violates NAT-T drafts. (Default: No)

Validity of IP header option sizes. (Default: Valid-
atel ogBad)

How to handle IP packets with contained source or
return routes. (Default: DroplLog)

How to handle IP packets with contained
Timestamps. (Default: DropLog)

How to handle IP packets with contained route alert.
(Default: Validatel ogBad)

How to handle IP options not specified above.
(Default: DropLog)

How to handle directed broadcasts being passed
from one interface to another. (Default: DropL og)

How to handle the IP Reserved Flag, if set; it should
never be. (Default: DropLog)

Strip the "DontFragment” flag for packets of this
size or smaller. (Default: 65535)

What action to take when ethernet and IP multicast
addresses do not match. (Default: DropLog)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.11. L2TPServerSettings

Description

PPTP/L2TP server settings.

Properties

L 2TPBeforeRules

PPTPBeforeRules

Note

Pass L2TP connections sent to the security gateway
directly to the L2TP engine without consulting the
ruleset. (Default: Yes)

Pass PPTP connections sent to the security gateway
directly to the PPTP engine without consulting the
ruleset. (Default: Yes)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.52.12. LengthLimSettings

Description

Length limitations for various protocols.
Properties
MaxTCPLen

MaxUDPL en

MaxICMPLen
MaxICMPv6Len
MaxGRELen
MaxESPLen
MaxAHLen
MaxSKIPLen
MaxOSPFLen
MaxIPIPLen
MaxIPCompLen

MaxL 2TPLen

MaxOther Subl PL en

L ogOver sizedPackets

Note

TCP;, Sometimes has to be increased if tunneling
protocols are used. (Default: 1480)

UDP; Many interactive applications use large UDP
packets, may otherwise be decreased to 1480.
(Default: 60000)

ICMP; May be decreased to 1480 if desired.
(Default: 10000)

ICMPv6; May be decreased to 1280 if desired.
(Default: 10000)

Encapsulated (tunneled transport), used by PPTP.
(Default: 2000)

IPsec ESP; Encrypted communication. (Default:
2000)

IPsec AH; Authenticated communication. (Default:
2000)

SKIP; Simple Key management for IP, VPN pro-
tocol. (Default: 2000)

OSPF; Open Shortest Path First, routing protocol.
(Default: 1480)

IPIP/FWZ; Encapsulated (tunneled) transport, used
by VPN-1. (Default: 2000)

IPsec  IPComp; communication.
(Default: 2000)

Compressed

L2TP; Layer 2 Tunneling Protocol. (Default: 2000)

Others; sometimes has to be increased if unknown
tunneling protocols are used. (Default: 1480)

Log occurrences of oversized packets. (Default: Y es)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.13. LocalReassSettings

Description
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Parameters use for local fragment reassembly.

Properties

LocalReass MaxConcurrent Maximum number of concurrent local reassemblies.
(Default: 256)

LocalReass MaxSize Maximum size of a locally reassembled packet.
(Default: 10000)

LocalReass NumLarge Number of large (>2K) local reassembly buffers (of
the above size). (Default: 32)

Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.14. LogSettings

Description

Advanced log settings.

Properties

L ogSendPer SecL imit Limits how many log packets the security gateway
may send out per second. (Default: 2000)

Note
This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.15. MiscSettings

Description

Miscellaneous Settings

Properties

UDPSr cPort0 How to treat UDP packets with source port O.
(Default: DropLog)

Port0 How to treat TCP/UDP packets with destination port
0 and TCP packets with source port 0. (Default:
DropLog)

AVSW_Engine Antivirus Software Engine Selection. (Default:
Auto)
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Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.16. MulticastSettings

Description

Advanced Multicast Settings.
Properties
AutoAddMulticastCoreRoute

| GM PBefor eRules

| GM PM axGlobal RequestsPer Second
| GM PM axRequestsPer Second

|GMPReactToOwnQueries

IGM PRobustnessVariable
|GM PQuerylnterval
| GM PQueryResponsel nterval

IGM PStartupQuerylnterval

IGMPStartupQueryCount

IGM PLastM ember Querylnterval

| GM PUnsolicatedReportlnterval
IGMPRouterVersion

| GM PL owestCompatibleVersion

Auto generate core route for

"224.0.0.1-239.255.255.255". (Default: Yes)

Allows IGMP traffic to enter the Security Gateway
by default. (Default: Y es)

Maximum number of requests per second. (Default:
1000)

Maximum number of requests per interface per
second. (Default: 100)

The Security Gateway should always respond with
Member Reports, even to Queries originating from
itself. (Default: No)

IGMP isrobust to 'value' - 1 packet losses. (Defaullt:
2)

The interval (ms) between general queries sent by
the Security Gateway. (Default: 125000)

The maximum time (ms) until a host/client has to
send an answer to aquery. (Default: 10000)

The genera query interval (ms) to use during the
startup phase (default: 1/4 of the '|GMP Query Inter-
val' parameter. (Default: 30000)

The number of startup queries to send during the
startup phase. (Default: 2)

The maximum time (ms) until a host/client has to
send an answer to a group and group-and-source spe-
cific query. (Default: 5000)

The time between repetitions (ms) of an initial mem-
bership report. (Default: 1000)

Multiple IGMP querying routers on a network must
use the same IGMP version. (Default: IGMPv3)

Lowest IGMP compatibility mode. (Default: 1G-
MPv1)
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Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.17. RemoteMgmtSettings

Description

Setup and configure methods and permissions for remote management of this system.

Properties

NetconBiDir Timeout

WebUI BeforeRules
WWWSrv_HTTPPort
WWWSrv_HTTPSPort
WebUIAllowL oginAutoComplete
SSHBeforeRules
HTTPSCertificate

SNM PBeforeRules

SNM PRequestLimit

SNM PSysContact

SNM PSysName
SNM PSysL ocation

SNM PIfDescription
SNMPIfAlias
L ocalConsolel dleTimeout

WebUI ldleTimeout

Specifies the amount of seconds to wait for the ad-
ministrator to log in before reverting to the previous
configuration. (Default: 30)

Enable HTTP(S) traffic to the security gateway re-
gardless of configured IP Rules. (Default: Y es)

Specifies the HTTP port for the web user interface.
(Default: 80)

Specifies the HTTPS port for the web user interface.
(Default: 443)

Allow the web browser to remember the username
and password on the login page. (Default: Y es)

Enable SSH traffic to the security gateway regard-
less of configured IP Rules. (Default: Yes)

Specifies which certificate to use for HTTPS traffic.
Only RSA certificates are supported. (Optional)

Enable SNMP traffic to the security gateway regard-
less of configured IP Rules. (Default: Y es)

Maximum number of SNMP packets that will be
processed each second. (Default: 100)

The contact person for this managed node. (Default:
N/A)

The name for this managed node. (Default: N/A)
The physical location of this node. (Default: N/A)

What to display in the SNMP MIB-II ifDescr vari-
ables. (Default: Name)

What to display in the SNMP ifMIB ifAlias vari-
ables. (Default: Hardware)

Number of seconds of inactivity until the local con-
sole user is automatically logged out. (Default: 900)

Number of seconds of inactivity until the HTTP(S)
session is closed. (Default: 900)
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Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.18. RoutingSettings

Description

Configure the routing capabilities of the system.

Properties

RouteFailOver_|facePolllnterval
RouteFailOver _ARPPalllnterval
RouteFailOver_PingPalllnterval
RouteFailOver_GraceTime
RouteFailOver _ConsecFails
RouteFailOver_ConsecSuccess

Transp_ CAMToL 3CDestL earning

Transp_DecrementTTL
Transp_ CAM Size Dynamic
Transp_CAMSize
Transp_L 3CSize Dynamic
Transp_L3CSize

Transp_RelaySTP

Transp_RelayMPLS

Time (ms) between polling of interface failure.
(Default: 500)

Time (ms) between ARP-lookup of gateways. May
be overridden for each route. (Default: 1000)

Time (ms) between PING'ing of gateways. (Default:
1000)

Time (s) between startup/reconfigure and monitoring
start. (Default: 30)

Number of consecutive failures before route is
marked as unavailable. (Default: 5)

Number of consecutive success before route is
marked as available. (Default: 5)

Do L3 Cache learning based on destination 1Ps and
MACs in combination with CAM table contents.
(Default: Yes)

Decrement TTL on packets forwarded between
transparent interfaces. (Default: No)

Allocate the CAM Size value dynamically. (Default:
Yes)

Maximum number of entries in each CAM table.
(Default: 8192)

Allocate the L3 Cache Size vaue dynamically.
(Default: Yes)

Maximum number of entries in each Layer 3 Cache.
(Default: 8192)

Relay Spanning-Tree (STP, RSTP and MSTP)
Bridge Protocol Data Units to all switch interfaces.
(Default: Drop)

Forward MPLS packets to al switch interfaces.
(Default: Drop)
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Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.19. SSL Settings

Description

Settings related to SSL (Secure Sockets Layer).

Properties

SSL_ProcessingPriority

TLS RSA_WITH_3DES 168 SHA1
TLS RSA WITH_RC4 128 SHA1
TLS RSA_WITH_RC4 128 MD5

TLS RSA_EXPORT1024 WITH_RC4_5
6 SHA1L

TLS RSA_EXPORT512 WITH_RC4 40
_MD5

TLS RSA_EXPORT512 WITH_RC2 40
_MD5

TLS RSA_EXPORT _WITH_NULL_SH
Al

TLS RSA_EXPORT _WITH_NULL_MD
5

Note

The amount of of CPU time that SSL processing is
alowed to use. (Default: Normal)

Enable cipher RSA_WITH_3DES 168 SHAL.
(Default: Yes)

Enable cipher RSA_WITH_RC4 128 SHAL
(Default: Yes)

Enable cipher TLS RSA_WITH_RC4 128 MDS5.
(Default: Yes)

Enable cipher
TLS RSA_EXPORT1024 WITH_RC4 56_SHAL.
(Default: Yes)

Enable cipher
TLS RSA_EXPORT1024 WITH_RC4 40 MDS5.
(Default: No)

Enable cipher
TLS RSA_EXPORT1024 WITH_RC2_40 _MDS5.
(Default: No)

Enable cipher
TLS RSA_EXPORT_WITH_NULL_SHA1 (no en-
cryption, just message validation). (Default: No)

Enable cipher
TLS RSA_EXPORT _WITH_NULL_MD5 (no en-
cryption, just message validation). (Default: No)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.20. SSLVPNInterfaceSettings

Description

SSL VPN interface settings.
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Properties
SSL VPNBeforeRules Pass SSL VPN connections sent to the security gate-
way directly to the SSL VPN engine without con-
sulting the ruleset. (Default: Y es)
Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.21. StateSettings

Description

Parameters for the state engine in the system.

Properties

ConnReplace What to do when the connection table is full.
(Default: Replacelog)

L ogOpenFails Log packets that are neither part of open connections
nor valid new connections. (Default: Yes)

L ogRever seOpens Log reverse connection attempts through an estab-
lished connection. (Default: Y es)

L ogStateViolations Log packets that violate stateful tracking rules; for
instance, TCP connect sequences. (Default: Yes)

L ogConnections L og connections opening and closing. (Default: Log)

L ogConnectionUsage Log for every packet that passes through a connec-
tion. (Default: No)

MaxConnections Dynamic Allocate the Max Connection value dynamically.
(Default: Yes)

MaxConnections Maximum number of simultaneous connections.
(Default: 8192)

Note

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.22. TCPSettings

Description

Settings related to the TCP protocol.
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Properties

TCPOptionSizes
TCPMSSMin
TCPMSSOnL ow
TCPM SSM ax
TCPM SSVPNM ax
TCPMSSOnHigh
TCPMSSLoglL evel

TCPM SSAutoClamping

TCPZeroUnusedACK
TCPZeroUnusedURG
TCPOPT_WSOPT
TCPOPT_SACK
TCPOPT_TSOPT

TCPOPT_ALTCHKREQ

TCPOPT_ALTCHKDATA

TCPOPT_CC

TCPOPT_OTHER

TCPSynUrg

TCPSynPsh

TCPSynRst

Validity of TCP header option sizes. (Default: Valid-
atel ogBad)

Minimum alowed TCP MSS (Maximum Segment
Size). (Default: 100)

How to handle too low MSS values. (Default:
DropLog)

Maximum alowed TCP MSS (Maximum Segment
Size). (Default: 1460)

Limits TCP MSS for VPN connections;, minimizes
fragmentation. (Default: 1400)

How to handle too high MSS values. (Default: Ad-
just)

When to log regarding too high TCP MSS, if not
logged by "TCP MSS on high". (Default: 7000)

Automatically clamp TCP MSS according to MTU
of involved interfaces - in addition to "TCP MSS
max". (Default: Yes)

Force unused ACK fields to zero; helps prevent con-
nection spoofing. (Default: Yes)

Force unused URG fields to zero; prevents small in-
formation leak. (Default: Yes)

The WSOPT (Window Scale) option (common).
(Default: Validatel ogBad)

The SACK/SACKPERMIT (Selective ACK) options
(common). (Default: Validatel ogBad)

The TSOPT (Timestamp) option (common).
(Default: Validatel ogBad)

The ALTCHKREQ (Alternate Checksum Request)
option. (Default: StripLog)

The ALTCHKDATA (Alternate Checksum Data)
option. (Default: StripLog)

The CC (Connection Count) option series (semi
common). (Default: StripLogBad)

How to handle TCP options not specified above.
(Default: StripLog)

The TCP URG flag together with SYN; normally in-
valid (strip=strip URG). (Default: DropL og)

The TCP PSH flag together with SYN; normally in-
valid but always used by some IP stacks (strip=strip
PSH). (Default: StripSilent)

The TCP RST flag together with SYN; normally in-




3.52.23. VLANSettings

Chapter 3. Configuration Reference

TCPSynFin

TCPFinUrg

TCPUrg

TCPECN

TCPRF

TCPNULL

TCPSequenceNumbers

TCPAllowReopen

Note

valid (strip=strip RST). (Default: DropLog)

The TCP FIN flag together with SYN; normally in-
valid (strip=strip FIN). (Default: DropL og)

The TCP URG flag together with FIN; normally in-
valid (strip=strip URG). (Default: DropL og)

The TCP URG flag; many operating systems cannot
handle this correctly. (Default: StripLog)

The Explicit Congestion Notification (ECN) flags.
Previously known as "XMAS'/"YMAS" flags. Also
used in OS fingerprinting. (Default: StripLog)

The TCP Reserved field: should be zero. Used in OS
fingerprinting. Also part of ECN extension. (Default:
StripLog)

TCP "NULL" packets without SYN, ACK, FIN or
RST; normally invalid, used by scanners. (Default:
DropLog)

Validation of TCP sequence numbers. (Default: Val-
idatel.ogBad)

Allow clients to re-open TCP connections that are in
the closed state. (Default: No)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.

3.52.23. VLANSettings

Description

Settings for IEEE 802.1Q based Virtual LAN interfaces.

Properties

UnknownVLANTags

Note

VLAN packets tagged with an unknown ID.
(Default: DropLog)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.53. SSHClientKey

Description

The public key of the client connecting to the SSH server.

Properties

Name Specifies a symbolic name for the key. (Identifier)

Type DSA or RSA. (Default: DSA)

Subject Vaue of the Subject header tag of the public key
file. (Optional)

PublicK ey Specifies the public key.

Comments Text describing the current object. (Optional)
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3.54. UpdateCenter

Description

Configure automatical updates.

Properties

AVEnabled
IDPEnabled
Advanced| DPEnabled
Updatelnterval
UpdateDate
UpdateWeekday
Hourly

UpdateHour
UpdateMinute

Comments

Note

Automatic updates of antivirus definitions and en-
gine. (Default: No)

Automatic updates of IDP maintenance signatures.
(Default: No)

Automatic updates of Advanced IDP signatures.
(Default: No)

Specifies the interval at which the automatic update
runs. (Default: Daily)

Specifies the day of month when the automatic up-
dateisruns.

Specifies the day of week when the automatic update
isruns. (Default: mon)

Specififes the number of hours between periodical
updates.

Specifies the hour when the update is run. (Default:
0)

Specifies the minute when the update is run.
(Default: 0)

Text describing the current object. (Optional)

This object type does not have an identifier and is identified by the name of the type
only. There can only be one instance of this type.
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3.55. UserAuthRule

Description

The User Authentication Ruleset specifies from where users are allowed to authenticate to the sys-

tem, and how.

Properties

Index
Name

Agent
ChallengeExpire

AuthSour ce
Interface

Originator| P

Terminator| P

RadiusServers
LDAPServers
RadiusM ethod
LocalUserDB
LoginType

MACAuthSecret

MACAIllowRouter
HTTPBanners
RealmString

HostCertificate

Theindex of the object, starting at 1. (Identifier)
Specifies a symbolic name for the rule. (Optional)

HTTP, HTTPS, XAUTH, PPP or EAP. (Default:
HTTP)

How long, in seconds, before RADIUS challenge ex-
pires. (Default: 160)

Disallow, LDAP, RADIUS or Local.
The interface on which the connection was received.

The network object that the incoming IP address
must be a part of.

Specifies the destination 1P configured on the PPTF/
L2TP server configuration. Only used when agent is
PPP or SSL. With SSL, this is the IP address of the
listening interface.

Specifies the authentication servers that will be used
to authenticate users matching this rule.

Specifies the authentication servers that will be used
to authenticate users matching this rule.

Specifies the authentication method used for en-
crypting the user password. (Default; PAP)

Specifies the local user database that will be used to
authenticate users matching this rule.

HTML form or Basic authentication. (Default:
HTMLForm)

Password used to authenticate MAC user, if empty
the MAC address will be sent as password.
(Optional)

Allow cliente connected through an Router.
(Default: No)

HTTP Authentication HTML Banners. (Default: De-
fault)

The string that is presented as a part of the 401 - Au-
thentication Required message.

Specifies the host certificate that the security gate-
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RootCertificate

PPPAuthNoAuth

PPPAuUthPAP

PPPAuthCHAP

PPPAuthM SCHAP

PPPAuthM SCHAPv2

IdleTimeout

SessionTimeout

UseSer ver Timeouts

MultipleUser namel ogins

ReplaceldleTime

AccountingServers

BytesSent

PacketsSent

BytesReceived

PacketsReceived

SessionTime

SupportlnterimAccounting

ServerlnterimControl

way sends to the client. Only RSA certificates are
supported.

Specifiesthe root certificate that was used to sign the
host certificate. Only RSA certificates are supported.
(Optional)

Allow no authentication. (Default: No)

Use PAP authentication protocol. User name and
password are sent in plaintext. (Default: Yes)

Use CHAP authentication protocol. (Default: Y es)

Use MS-CHAP authentication protocol. (Default:
Yes)

Use MS-CHAP v2 authentication protocol. (Default:
Yes)

If auser has successfully been authenticated, and no
traffic has been seen from his IP address for this
number of seconds, he/she will automatically be
logged out. (Default: 1800)

If a user has successfully been authenticated, he/she
will automatically be logged out after this many
seconds, regardless of if there has been activity from
the user or not. (Optional)

Use timeouts received from the authentication serv-
er. If no values are received, the manually specified
values will be used. (Default: No)

Specifies how multiple username logins will be
handled. (Default: AllowMultiple)

Replace existing user if idle for more than this num-
ber of seconds. (Default: 10)

Specifies the accounting servers that will be used to
report user usage matching thisrule. (Optional)

Enable reporting of the number of bytes sent by the
user. (Default: Yes)

Enable reporting of the number of packets sent by
the user. (Default; Yes)

Enable reporting of the number of bytes received by
the user. (Default: Yes)

Enable reporting of the number of packets received
by the user. (Default: Y es)

Enable reporting of the number of seconds the ses-
sion lasted. (Default: Yes)

Enable Interim Accounting Messages to update the
accounting server with the current status of an au-
thenticated user. (Default: No)

Let the RADIUS server determine the interval that
interim accounting events should be sent. (Default:
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InterimValue

L ogEnabled
LogSeverity

Comments

Note

Yes)

The interval in seconds in which interim accounting
events should be sent. (Default: 600)

Enable logging. (Default: Yes)

Specifies with what severity log events will be sent
to the specified log receivers. (Default: Default)

Text describing the current object. (Optional)

If no | ndex is specified when creating an instance of this type, the object will be
placed last in the list and the | ndex will be equal to the length of the list.
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